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NOTICE

Pennsylvania Rule of Civil Procedure 205.5. {Cover Sheet) provides, in part:

Rule 205.5. Cover Sheet

_(aj( 1) This rule shall apply to alk actions governed by the rules of civil procedure except

the following:

(i)  actions pursuant to the Protection from Abuse Act, Rules 1901 et scq.
(i)  actions for support, Rules 191¢.1 et seq.
(iii}  actions for custody, partial custody and visitation of minor chitdren, Rules
1915.1 et seq.
(iv)  actions for divorce or annulment of marriage, Rules 1920.1 ct scq.
(v)  actions in domestic relations generaily, including patemity actions, Rules
1930.1 et seq.
(vi)  voluntary mediation in exsiody actions, Rules 1940.1 et seq.
(2) At the commencement of any action, the party initiating the action shall complete
the cover sheet set forth in subdivisicn (e) and file it with the prothonetary.
(b)  The prothonotary shall not aceept a filing commencing an action without a
completed cover shect.
{c)  The prothonotary shall assist a party appearing pro se in the completion of the form.
(d} A judicial district which has implemented an electronic filing system pursuant to
Rule 205.4 and has promulgated those procedueres pursuant to Rule 239.9 shall be exempt from the
provisions of this rule.
(e) The Court Administrator of Pcnnsy]vauia,l in conjunction with the Civil Procedural

Rules Committec, shall design and publish the cover sheet. The latest version of the form shall be

published on the website of the Administrative Office of Pennsylvania Courts at www.pacourts.us. 'I




Raobert Mancini Alfeia Goodwin

4 Guernsey Lane 117 Abbey Ter. |+ %79
Media PA 19063 Drexel Hill, PA 19026

Phone 610-506-9827 267-977-0757 . « I
Fax- None None

Email Delcocyber@gmail.com Alfeia@mail.com
Representing Self Representing Self as Candidate

IN THE CIVIL COURT OF DELAWARE COUNTY,
PENNSYLVANIA

Alfeia Goodwin, Candidate 5% District, : Prelim'nary Injunction
Of the United States House of Representatives
Robert Mancini, Delaware County resident
Registered Voter of Pennsylvania
Individuaily
Petitioners Pro Se, : cv-2024 — B 3AE
V.
Delaware County, P4

Respondent

APPLICATION FOR EMERGENCY RELIEF AND SEEKING A
PRELIMINARY IN TION

Petitioners, Pro Se, pursuant to PA. R AP. 123, PA R.ALP. 1532(a) and PA R.C.P. submit the
following Application for Emergency Relief Seeking a Preliminary Injunction and aver as
follows:
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INTRODUCTION

1. Petitioner Alfeia Goodwin is a resident and candidate for the 5™ District of Pennsylvania
in the United States House of Representatives, with the address of 117 Abbey Terrace,
Drexel Hill, PA 19026.

2. Petitioner Robert Mancini is a resident, taxpayer, and registered voter in the 5th District
of Pennsylvania of the United States House of Representatives, with the address of 4
Guemsey Lane, Media PA 19063

3. The Respondent, Delaware County (heretofore, the “County™), is a jurisdiction and
government agency with a business address of 201 West Front Street, Media, PA 19063,

4. The Election Assistance Commission, or EAC, is a federal agency located at 633 Third
Street, NW, Suite 200; Washington, DC 20001.

5. The Election Assistance Commission is a federal agency responsible for overgeeing the
testing and approval of all Electronic Voting Systews in the United States of America.

6. The Department of State of Pennsylvania is a2 ghvemment agency with a business address
of 401 North Strect; Harrisburg, PA 1712,

7. The Department of State {or Commornwealth) of Pennsylvania is responsible for
certifying all Electronic Voting Svstems for use in Pennsylvania, having adopted EAC
certification standards, and given the EAC has plso certified any voting system thet
would be used by any jurisdiction in Pennsylvania,

8. The November 5, 2024 election is a federal election and all votes in Pennsylvania count
equally toward the determination of the Pennsyivania Electoral College votes, and
numerous state-wide races, including the Pennsylvania senatorial race.

9. On January 12, 2023, the Acting Secretary of the Commonwealth of Pennsylvania
gertified the use of the Hart Intercivic’s proprietary clection software upgrade known as
the Hart Verity Voting Scftware Version 2.7,

10, In February of 2023, Delaware County Bureau of Elections installed the Hart Verity
Voting Software Version 2.7 as an upgrade to its Hart Verity electronic voting system.

11. The Pennsylvania Department of State’s Voting Machine Certificetion Department,
itemizes the various components of the Hart Verity 2.7 proprietary software used in the
Hart Verity Voting System, as seen below in Attachment A, page 11:
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Proprietary Software

Software or
Systers Component Firmware Comments.
n - __Nersion. T .
Verity Data 2.7.1 Data mansgement software
Verity euild 271 Election definition software
Varity Cenlral 271 High speed digital seanning softwara
verity Count 2721 Tabulatlon and reporting scftware
Verity Relay Receiving Station 237.1 Data transmissiot software [recelving statlon)
Verity Transmit 2.7.1 Data transmission software
Verity Transmit Recelving Statian 237.1 Data transmission software [receiving station)
Verity Print 2371 On-damand ballot printing device firmware
Verity $ean 271 Digital scanning device firmware
Verity Scan with Relay 271 Dighal scanning device firmware with opticnal
Relay functionality
Verity Tauch Writer 27.1 Ballot marking device
Verity Touch Writer Duo 27.1 Baflot mzr\wg deviea, with internal EOTS ballat
summary printer and optionat audio tactile
Intzrface
Verity Touch Writer Dup Standalone 211 Audiot marking device, with Intemal COTS ballot
] summary printer and optionat audio tactlle
_ ) interface
Verity Controller 2.7.1 Poiling place management device

11)Page
Figure | Hart Proprietary Software’
12. The Pennsylvania Department of State Certification lists the commercial-off-the-shelf, or

COTS, Software and ¥irmware, authorized for use in the Hart Verity 2.7 system, as
follows in Attachriznt A, page 12 :

SRR A

Bd. EDY ]} 1 <] gE DY/
ation/Hart-Verity-Voting-2. 7-Einal-far-web.pdf P11
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COTS Software and Firmware

Description o S [ 7 versian
Varity Data, Bﬂdd. Cclunt. Relay Recelving Station, Teansmit Recelving St.a!lrm '
Microsoft windows 10 Enterprise 2019 LTSC 10.0.17763
Microseft SQL Server Standard 2013 15.0.4153.1
Mcafee Apolication Control for Devices {McAfee Solidifier} 82.2.1-143
Vesity Central - Central Count Paper Ballot Scanner ;
Microioft Windows 10 Enterpnse 2018 LTSC 10.0.07763
Microsoft SOL Server Standard 2019 15.0.4153.1
Mcafea Application Contrel for Devices {McAfee Solldlfler} §2.1-143
Nusnce Westemn OCR, Desktop, OEM V20

Varity Print, Touch Writer ~ Electroafe BMD Devica, Touch Writer Puo - Electronic BMD Device, Touch
Writer Dnto Standalone — Electronlc AMD Device, Controller, Transmit ..

Microsoft Windows 10 Enterpiise 2013 LTSC 10.0.17763
Microsoft SQLite 3.36.0
Mcafee Apg‘hmtlnn Control for Devices {Mcafee Snlidlﬂtr] E.2.1-143
Verity Scan — Precinct Paper Ballot Scanner PSR
Microscft Windows 10 Enterprise 20139 LTSC b 10.0.17763
Microsoit SQlite 3.36.0
MWcAfee Application Control for Devices (McAfee Solidifler) 82.1-143
Husnce Western OCH, Desktop, QEM A V20
Hardswrara

Figure 2 Figure 1 COTS Software and Firnavare?

13. The Election Assistance Commissica (EAC) sets national standards for the testing and
certification of election machings and software. The EAC standards call for the testing of
all software used in etecticns, before and after an election. The EAC defines software
testing, sometimes known as “hash testing’, as a “trusted build”, (Exhibit A).

“Trusted Build — A software build is the process whereby a source code is converted to
machine readable binary instructions (executable code) for the computer. A trusted build is a
build performed with adequate security measures implemented to give confidence that the
executable code is a verifiable and faithful representation of the source code. The primary
function of 2 trusted build is to create a chain of evidence that allows stakeholders ta have an
approved model to use for verification of a voting system.”

ahon.r' I-Iart-‘\feﬂtv 'u'uh ng-2.7- Flnaiqu-';':’_'gh.p.d.. PH
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14. On Monday, September 23, Delaware County Bureau of Elections performed a “trusted
build” on a small sample, less than 3%, of the Hart Verity 2.7 voting machines the county
intends to use in the November 5, 2024 General Election. Despite the requirement for all
software on all machines to be tested with a trusted build validation, only 9 out of 428
voting prcéincts, or 18 out of 856 machines were tested in Delaware County. (There are
two machines per precinct.) Listed below are the URLs published by the county,
claiming to show the results of that testing.

13, hitps://delcopa.govivoteshash test results html

16. The results for Marple 3-1 is on the next page
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Figure 3 Marple 3-1

17. Below is the list of URLs for the testing results from the remainder of precincts tested:




.goviv f/2024/Hash ults/Marph 1 182210.pdf

https://delcopa.gov/vote/pdff2024/Hash_Resu rtsZWharfD 1800194202, pdf
bttps;//delcopa.gov/vote/pdff2024/Hash_Results/WhadD1800203505 pdf
https://delcopa.govivote/pdf/2024/Hash_Results/WharfD1800203705. pdf

hitos://delcopa.zov/vote/pdf/2024/Hash Resuits/Wha:fD1900226607. pdf

5: lcopa.govivot 4 /Hash_Result: WharfD1900216707, pdf
https://delcopa.gov/vote/pdf/2024/Hash Results/Wharf01900217007. ndf
https: | ? v di/2024/Hash_Results/WharfD1900217307. pdf

bitps:/fdelcopa.govfvere/odif2024/Hash Resulis/WharfD1900236512 pdf
tt

DS, Re AVharf 1900236

1610004, 80 el S 1

https://delcopa govivote /odi/2024/Hash Results/\WharfD1900247812.pdf
* f, 4 h I artll 47912 . pdf
hitps:/fdelcopa.gov/vote/pdff2024/Hash_Results/Haverford 7_451903185710.pdf

hitps://delcopa.sov/vote/pdf/2024/Hash_Results/Radnor 6 251903219010.pd
https://delcopa.gov/vote/pdf/2024/Hash Results/Radnor 6 2W2013635001 pdf

https://delcopa.govfvote/pdff2024/Hash Results/Upper Darby 4 551913562312 pdf
hitps://delcops sovivote/pdff2024/Hash Results/Unper Darby 4 SW1913427311 pdf
https://delcopa.gov/vote/pdff2024/Hash_Results/Upper Darby 7 851903204310 .odf
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hitps: f/2024/Hash_Resu 2.pdf

https:{/delcopa. 4 ResultsfYeadon

18. The test results of afl the 18 voting machines tested, reveal a comprehensive list of
software present on each of the 18 machines, including a sefiware known as
MathNet.Numerics, not authorized for installation on the Hart Verity 2.7 version of the
electronic voting system, and referred heretcfore as “unauthorized software.”
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Figure 4 https://delcopa.gov/vote/ndf/2024/Hssh Results/Marple 3_1_51903182210.pdf

ARGUMENT
19. MathNet. Numerics ? is a tyos of software used specifically for applying algorithms in
numerical computatice. and for the manipulation of data, which should never occur in the
tabulation of votes, and for which there is no conceivable use or application in the
administration of elections,

20. MathNet.Numerics is not authorized for use in elections by the EAC on the Hart Verity
Version 2.7. Since the Pennsylvania Department of State has adopted the EAC standards
for certification of voting machine systems used throughout the Commonwealth, it is a
vialation of the law for any jurisdiction in Pennsylvania to use voting machines or which
unauthorized software has been installed.* Software not authorized by the EAC, installed

? hitps:f/numerics.mathdotnet.com/
&
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on Delaware County’s voting machines, invalidates the certification of those machines
granted by the Pennsylvania Department of State,

21. Delaware County is in violation of EAC authorization standsards and of the Pennsylvania
Department of State certification, and is therefore cannot legalty run an election using the
Hart Verity 2.7 softwarg, that is not identical to the software the Pennsylvania
Department of State has certified”. It is illegal for Delaware County to praceed with the
use of the Hart Verity 2.7 voting system in the November 5, 2024 general election.
(Emphasts added).

POTENTIAL HARMS

22. Moreover, and more importantly, the use af machines containing MathNet Numerics puts
at risk the security and accuracy of the election. The potertizi harm in the use of
uncertified machines, loaded with software that has the capability to use algorithms to
marnipulate election data, is sclf-evident, as candidmes and the general public will be
unablc to trust the results of the election, be sure that their vote was not diluted, or that

election data was not corrupted, altered, ot even fabricated.

23. Furthermore, this situation begs the questions of WHY MathNet Numerics has been
instatled in Delaware County’s <oting machines, and BY WHOM?

EVIDTXCE OF ELECTION INTERFERENCE
24. The “why" question is self-evident, since the purpose of the unauthorized software is for
manipulation of data, in this case election data. Unauthorized software does not install

itself, Somebody with access to Delaware County’s election machines has deliberately
installed MathNet.Numerics in an attempt to INTERFERE with elections.

25. The “by whom” question is unclear, but there are only 3 possibilities as to who would

benefit or have the means, motive, and opportunity to do so:

26. There are 3 possibilities: I - The manufacturer, Hart InterCivic, 2 - A malignant insider
with access to the election gystem. 3 - An cutsider with remote access to Delaware

County’s voting machines conducting election interference.

NS .8

ationfHart-Verity-Voting-2.7-Final-for-web.pdf P28

B | Page T T s S —

[2-af




27. The person(s) who installed MathNet.Numerics an Delaware County’s voting machines
must be investigated for election interference and violating the civil rights of the people
of Delaware County to have their votes counted accurately in a secuse election process.

28. Regardless of who chose to corrupt the votes of the people of Delaware County, the fact
remains that Delaware County cannot legaily use the Hart Verity 2.7 machines in the
upcoming election on November 5, and therefore the county must immediately prepare
for hand counted tabulation, as specified in the Pennsylvania Election Code.

E 1 FOR A PRE AR

29, In Pennsylvania, a party must establish the following six prercijuisttes to obtain a
preliminary injunction,

a, [The] injunction is necessary to prevent immadiate and irreparable harm that
cannot be adequately compensated by daniages,

a, [G]reater injury would result from r=fesing an injunction than from granting it,
and concomitantly, that issnance of an injunction will not substantially harm other
interested parties in the proceeding;

b. [A] preliminary injunctica will properly restore the parties to their status as it
existed immediately prior to alleged wrongful conduct;

¢. [The] activity ii seeks to restrain is actionable, that its right to relief is clear, and
that the wiesg is manifest or, in other words, must show that it is likely to prevail
on its merits;

d. [The] injunction it secks is reasonably suited to abate the offending activity; and

e. [A] preliminary injunction will not adversely affect the public interest.

Warehime v. Warchime, 860 A.2d 41, £6-47) (Pa. 2004} (internal quotations and
citations omitted); see also ALL-PAK, Inc v. Johnston, 694, A.2d 347,350 (Pa Super
Ct. 1997) (the purpose of a preliminary injunction is “the avoidance of imeparable
injury or gross injustice unti! the legality of the challenged action can be
determined.”)

30. Here, Petitioner can ably meet all six prerequisites.

9 | Page




THE PREUIMINARY INJUNCTION [S NECESSARY TO PREVENT
I D D L

31. In the abscence of a preliminary injunction, Delaware County will conduct a Federal
Election with Hart Verity Voting 2.7 that has Unauthorized Software (emphasis added)
on its system. Delaware County will conduct and complete a Federal Election on a
syster that is not compliant with the PA Department of State’s Certification. There will
NOT be [emphasis added] confidence in the resulis of the election if Delaware County
uses the system as is.

32. A preliminary injunction is necessary to avoid immediate and irreparable injury that
cannot be remedied. All candidates, residents, taxpayers of Dslaware County, residents
of PA, citizens and candidates of the Umited States of Arierica deserve to have a fair

election.

GREATER INJURY WOULD RESULT IN NOT.GRANTING INJUNCTION RELIEF

33, Greater injury will result to the Petitionsy, Voters of Delaware County, Taxpayers of
Delaware County, Residents of Delyware County, Residents of PA, and Citizens of the
USA will be injured by Respendent if the requested injunctive relief is not granted.

34. Specifically, if an injunctive is not granted, a foreign entity or malicious insider
(emphasis added) wil! have manipulated the resuolts in a swing county, in a swing state
and can probably 4ctermine the winner of the 2024 Presidential race.

35. By Contrast, the Respondent will suffer no harm by the granting of the injunction and
will ensure that the votes cast in the Federal Election will be ACCURATELY {emphasis
added) tabulated as an error in any one county can swing the results of the state and of the
country, Furthermore, the results of the state, and the 19 Electoral votes to either
candidate for the Office of the President, which could mean the Qffice of Presidency for

the next four years.

FOR ALL PARTIES
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36. Granting the injunction will restore the status quo with respect to the Petitioner’s
constitutional and statutory rights as they existed prior to the discovery of the illegal
software.

37, If the injunction is granted, all the Respondent would have to do is conduct the election
resulis by a hand count, a tried and true method which was used for over 200 years.

PETITIONERS ARE LIKELY TO PREVAIL ON THE MERITS

38. The Petitioners’ right to relief is clear, and there is a reasonable likelihood of success on
the merit, as set forth in more detail in the Petition,

B ING ACTIVITY

39. As the offending activity here, the existence of unanthorized softyare ( emphasis
added) is evidence of illegal activity to interfere with the results of the 2024 Election,

THE PUBLIC WILL. NOT BE ADVERSELY AFFE BY C

40. The Respondent has control over all electon activities in Delaware County. In execntion
of every election, the Respondent ic 12quired to follow federal law, state law, and
Pennsylvania Depattment of 8122 requirements. There is o adverse effect of
hand-counting the ballots

41, Moreover, the requestod celief enables the Respondent to comply with the Pennsylvania
Election Law. WILEREFORE, Petitioner respectfully asks this Honorable Court to
grant a Preliminary Injunction;

42. We ask this Honorable Court to stay the use of the Hart Intercivic Electronic Voting
Systems until the issues raised herein have been adjudicated.

43, We ask this Honorable Court to stay the use of the Electronic Voting Systems that have
been tested, guarantining them until the evidences ¢an be analyzed by the FBI and DHS,
because it is apparent that a either a foreign agent or a malicious insider has violated the
Chain of Custody of the Electronic Voting System in accordance with Exhibit A,

44, We ask this Honorable Court for the performing of a proper Trusted Build Validation on
the remaining Electronic Voting machines to determine if that unauthorized software is

present on the machines that did not undergo hash testing.




45. We ask this Honorable Court to Direct the Respondent to take all reasonable steps
possible to notify the public, candidates, voters, taxpayers, residents, and the
Pennsylvania Department of State of the ¢xistence of this litigation, and the deficiency of
the Respondent in the Election Process.

Date © 147 12024

Drexel Hill, PA 19026

Alfeis@mail.com
267-977-0757

Sy
‘4
)
“

Robert Muncini, Pro Se
4 Gurecnsey Lane
edia PA 19063
Delcocyher@gmail.com
610-506-2827
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MPLIAN

1 certify that this filing confirms with the provisions of the Public Access Policy of the Unified
Judiciat System of Pennsylvania case records of the Appellate and Trial Courts that require the
filing of confidential information and documents differently than nen-confidential information

and documents. / W
W UL
: @ oodwin

Robert Maneini
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YERIFICATION

Robert Mancini states is making this verification. 1 verify that the statements are true and correct
to the best of my knowledge, information, and belief, I understand that false statements made
herein are subject to the penalties of 18 PA. C.S,Subsection 4904, relating to unsworn
falsification to avthorities

Date ; 09 September 2024 m

Robert Mancini

Alfeia Goodwin states is making this verification. [ verify that the statements are true and
correct to the best of my knowledge, information, and kelief. I understand that false statements
made herein are subject to the penalties of 18 PA. C.S,Subsection 4904, relating to unsworn
falsification to authorities

Date : 9 September 2024
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2024 U.S. Federal Elections: The Insider Threat

The Federal Bureau of fnvestigation (FB!}, in coordination with the Department of Homeland Security’s {DHS) Office of
Inteliigernca and Analysis {I&8), the Cybersecurity and Infrastructure Security Agency (CISA), and the U.S, Eiection
Assistance Commission {EAC) prepared this overview to help partners defend against insider threat concems that coulkd
materialize during the 2024 election cycle. For years, federal, state, local, and private sector partners nationwide have
worked closely together to support state and local officials in safeguarding election infrestructure from cyber, physical,
and Insider threats, Because of these efforts, there is no evidence that maliclous actors changed, altered, or deleted
votes or had any impact on the gutcome of electlor's Over the past several years, the election infrastructure commurtity
has experienced muitiple instances of election system aceess control compromises conducted by insider threats. While
there Is no evidenca that malicious actors impacted election outcomes, It is important that election stakeholders at all
levels are aware of the risks posed by insider threats and the steps that they can take 1o identify and miligate these
threats.

This document outlines several recent examplés of election security-related irsiner threats, discusses potential scenarios
that couid arise during the 2024 election cycle, and provides recommendaiinns for how to mitigate the risk posed by
insider threats.1

Insider Threats to Elections

In the United States, elections are administered at the staca and logal levels of government, which has resulted in a

diverse landscape of election systems and technologies «cross the country. Throughout the election cycle, many people
are Invalved in admln Isterlngar carrying out respopsidiities that support elections, Includmg, election workers, officials

from other divisions of govemment, vendors, cort/actors, temporary workers, and volunteers. Understanding what
constitutes insider status and how insiders can present risks to an organization are important components of developing

a comprehensive Insider threat mitigation Giogram.

An insider threat can he an individuat ¢ group who uses their authorized access or special knowledge to cause harmto |
an organization or entity. This harra ¢an include malicious acts that impact the security and integrity of election sysiems

and information. Insider threats could ma hifest as current or former em ployees, temporary workers, volunteers,

contractors, or any other individuals with prlwleged access to electlon systems and information. This could include
individuals who waork outside of the immediate election office in roles that support or interact with infrastnicture that the
elestion office relies upon.

Recent Exampies of Election Infrastructure-related Insider Threats

e Atemporary election worker inserted an unauthorized personal flash drive into an etectronic poll book containing
voter registration data, including confidential informetion bemed from release under state law. The temporary
election worker extracted the data because they wanted to compare it against documents they would acquire
after the election thraugh the Freedom of Information Act, The breached election equipment was
decommissioned after this incident was identified.

£ Tha FBl and CISA ancourags the public to report information concerning susplclous or criminal activity to theirlocal FBI field office
{wiwew fhi gov/comtast-ge/flatd),
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'2024-U.S) Federal Elections: Thé Ihsider Threat,

« A State identified a serfes of digital images of a voting system from one of its counties and refated confidental
passwords published on the Intemet without authorization. Further review determined a county clerk and their
subordinate allegedly granted an unauthorized person access to the county’s voting machines. The clerk and the
subordinate also ailegedly disabled the security cameras and gave false identifying credentials to the
unauthorizéd individual.

e Acounty official reported an attempt to gain unauthorized access to the county’s election network during the
state's spring prlmaty election. According to the official, someone was granted access inte a govemment office
where they were able to plug an unauthorized laptop intt a govermment network. Data from that election network
later appeared at a public gathering discussing perceived election fraud issues.

+ Two county officials allowed unauthorized users aceess to their election systems during an audit process,
resulting {n the state’s chief election official subsequently decertifying the rnachines and prohibiting them from
being used in future elections.

Potential for Foreign Adversary Exploitation of Insider Threats

To date, the examples of insider threat activity related 10 the elections process have been domestic in nature, both in
terms of the actor and the motivations. However, since at least 2016, a growirg number of foreign adversaries have
continued to monitor electmn networks and attempted to influence ar intedfeve In U.S. electtons. While we assess that the
threatof a forelgrt adversary gaining access to election infrastructure though a waﬂmg insider is minimat, the perceived
normalization {or 5teady5tate! of election influence or imerference inight help drive some adversaries to push the
boundaries of U.S. “red lines,” such as targeting and exploiting 1.8, persons or election workers to interfers in U.S,
elections. One way this foreign derived threat could manifest & via -aﬂ:ernpts 10 exr:ilmtlmider access tointerfere with
election infrastructure or processes. Foreign adversaries, a< well as other ialicious actors such as criminal networks,
could atternpt to gain insider accass through a varnety o wiathods.

*  Adverseries may seek to gain insider acoess; by exploiting a targeted insider's ideological views, providing
financial incentives, or using proxy orgamzations or diplomatic presence to establish contact withan indivj;lual
either already in a position of trust or ‘would be willing to seek out and acquire a position on behalf of thé foretgn
actor.

» Adversaries may attemnpt <z blackmail or coerce an insider to leverage the Insiter’s access, collect insights on
election security efforts snd vulnerabilities, or direct the insider to perform malicious activity, Prior to initiating
contact, the foreigh adversaries likely would collect information on the target to uncover anything they could use
for blackmail or coercian, The type of information could include financial debts, and potentially em barrassmg or

'|IJegal activity.

In the event an adversary was to gain access to election infrastructure via an insider, they could potentially use that
access to disrupt processes and/or spread false information In an attempt to discredit the electoral process and
undermine confidence in US. democratic institutions.

« I an adversary gained access through an insider to alaction systen'ls ina partlwiarguns.dmtlcn such activity
could expose voters' personat information, hinder voters' abtll{}'tu access accurate information on election day or '
render these systems temporarily inaccessible to the pubic or efection workers, ali of which could slow, but would |
nat prevent, voting or the reporting of results.

» [n addition, adversaries could alse employ insiders to assist with their malign influence operations to undemmine
American cerfidence in the securlty and Integrity of the elections process, An insider coukl provide an adversary
with materiat to develop or amplify messaging challenging election system security, results, or opérations. This
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2024 U'S. Federal Elections: The Insider Threat,

includes through coordinated data leaks or the publication of information alleging an adversary's compromiss of
elegtion infrastructure.

Potential Indicators of Insider Threat Activity

Individuals at risk of becoming insider threats often exhibit waming signs, or indicators.? The following list is not all
inclusive, but contains potantial flags that election officials should be alett to and seek further review by authorities:

e Artempting to alter or destroy balfots, maikin ballot envelopes, administrative documentation, or allowing others
to access these materials without pricr approval.

s Without need or authorization, accessing systems, equipment and/or facilities they have no need to access of
providing unauthorized personnei access.
Turning off sacumy cameras or access control systems or disregarding two-person rule requlrements.
Without need or authorization, taklng proprietary or other material home via documents, thumb drives, computer
dislks, or e-mail. Unnecessarily CoOpying material, especially if itis propnetary or sensitive.
Remotely accessing the computer network at odd or unexpected times gtypical for normal operations.
Disregarding agency computer policies on instailing personal software ar harcware, accessmg restricted
websites, conducting unatthorized searches, or downloadm,g confidential iniormation.

e [ntmidating or threatening other staff.

Securing Your Organization: Building an Insider Threat Mitigation Program

Election workers and their private sectar partners regularly employ cractices designed to deter, detect, or prevent harmful
acts hy Inslders, whether or not they use the term "insider threat” or have articulated their approach and practices in a
documented program. From handling ballots in teams nftwo fuften bipartisan), to robust chain-of<custody procedures, to
the presence of observers during voting and baltot cou rdins. many longﬁtandmg core election practices have been
designed wn:h mssder threat mltlgat]cn in mind. Nevertlicless, election infrastructure stakeholders may benefit from
documenhngmeu approach and establishing a mone formalized insider threat mitigation program. Such actions can help
identify gaps in current practices and inform the anganization’s broader approach to sk management.

Organizetional culture should also reinforce proactive reporting of employee concems and security issues as a core
component of muéhngthe environmen:. From this foundation, a successful insider threat mitigation program should
implement practices, strategies, and systems that limit and track access across organizational functions, Provided they
receive the necessary oversight 2o nsure they are being applied appropriately, preventative measures against instder
threats also contribute to detecting threais by establishing transparent, auditable election systerns and processes and
then identifying outliers or anomalies for Investigation. Key elements of election infrastructure insider threat mitigation
programs includer

+ Standard Dperating Procedures (S0Ps) describe the sequence of steps er requirements to complete a task.
Exammples can include requiring visual signs to identify authorized personnel in specific areas or requinng the
“buddy system” or a two-person minimum for handling sensitive tasks. Checklists are helpful tools for pramoting
adherence to SOPs,

2 {1 The Insider Threat: An Inbroduction to Detecting and Deterring an Insider Spy | FBI | 21 May 2016 | hitpsi/feyrw fDisov/fle
[epository/insider thraat broghure pof/view
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« Physical and Digital Access Control systems can detect and prevent Insider threats, Access control systems
should apply the principle of least-privilege, giving individuals access only to systems required 1o perform their
essentiat functions. Access privileges may change leading up to an electicn or other key dates. Physical access
controls may include limiting aceess to facilities, equipment, '
devices, tamper-evident seals and bags, and other assets as well
as providing video surveillance of physical assets. Digital access
controls grant access only to necessary systems, assets, data, or
applications related to an individual's jebor function. In both
cases, access logs, control farms, and surveillance video provide
auditable records of who accessed a physical or digital asset, as
well as when it was accessed, Overall, access control systems
prevent any one individual from gai niﬁg emntry te all asseis within
an arganization and reduce patential harm to physical or digital
systems. If an incident is suspected, access logs and control
forms can help with post-incident investigations and even serve
as evidence.

» Chaln of Custody Procedures track the movement and control of physical and digital assets by documenting each
time an asset is handled or transfemred and who was responsible for it, This gan help prevent unauiﬁali;ed
access to sensitive systemns, detect the presence of an insider threa!, provide evidence, and improve remediation
time if an incident pccurs, It produces an auditable record of an ssset’s transfers and transactions, enabling
detection of a potential threat if there is a gap in the chain.

*  Zero Trust Security is based on the principle of “always verify.” Instead of assuming that everything that happens
on an orgamzatlon s networks and systems is safig, tha zero trust approach assumes lhat a breach has or will
occur and verifies each request as though it is ucauthorized. A zero frust approach e;tpllcmy verifies every
request for access, regardless of where it oniftinates or what resource it accesses. Many digital systems now
include zero trust security features that can be tumed on, such as always requiring users to enter their password
rather than storing it in the device's METTY, Election infrastructurs stakeholders ma Y also consider procedures
like impfementing the “two-person rule” {require at least one observer to be ;masent) or wnﬂan £ tn bipartisan
teams when accessing sensitive rssources.

¢ Comtinuois Monitoring is » key practice for detecting anomalous behavicr, to include potential insider threats. It
involves a combination of the human and digita! tools—such as access logs, video surveillance, endpaint
detection and response software—underpinned by a strong organizational culture of proactive reporting.

* Auditing of all election and husiness processes should e a routine part of election administration before, during,
and after an election. Audits validate whether measures such as aceess contrel and chain of custody are
functioning properly, collecting and maintaining necessary data, and being used appropriately by staff, They also
provide the opportunity ta review records (access logs. security footage, chain of custody forms, etc.} and identify
any potential gaps or areas for improvement. It is recommended to build audits into an organization's SOPs. i

+« Fatlow Cybersecurity Best Practices for systems and networks to implamant a defense-indepth approach that
prevents single points of failure from being enough for a system compromise. These security best practices are
also designed with the expectation that a malicious actor has already obtained access to a like system or |
software to try and identify vulnerabifities. Cybersecurity best practices like multifactor authentication, patching
and updating, and network segmentation all halp min imize the polential security impact if an incldent, like an
insider threat, were to oceur,

B central@isa dhs ov X scisagov | ectsacyber O OO s

%
a.
g



2024 U:S: Federafl Elections:The Insider Threat.

« Reporting all incidents to the appropriate authorities so they can be investigated and documented can prevent or
reduce the likelihood of similar incidents occurring in the future.

Establishing and maintaining necessary standard operating procedures, access controls, Zero trust security, and chain of
custody procedures are necessary facets of election administration. Further, they must be reviewed, tested, end eudited
before, during, and afier elections, Altogether, these measures suppaort the integrity, reliability, and secuntyof an election,
providing the evidence to build public contidence in the process. Ta assist stakeholders with their insider threat mitigation
efforts, CISA developed an “Insider Threat Reporting Template® and an “Insider Threat Investigation Template™ as tools far
organizations to download, review, and incorporate inta their insider threat mitig.sﬁbn programs. These templates and
“Insider Threat Reporting Templates tser Guide™ are annexes to this guide and can be found on tha CISA #PROTECT2024
website and are linked below.

Additional Election Security Resources and Contacts

The FBIl and CISA encourage the public 1o report information concerning suspicious or criminal activity to their local FB1 field
office {www.fbi.gov/contact-usAield).

For addltional assistance, best practices, and common terms, please vislt the following websites:

s Protected Yoices —FB8|
#Protect2024 - CISA

» Election Security — U.S. Election ﬂ,g istance Commission {eac s
« Election E@ rity = Dept of Homeland Security
- i es and Sequrity — FRI

N clsa.gov B cooticiso hg.pov X anisagov | sCisACHer in M £ NGRS



USER ‘GUIDE'

insider Threat Reporting Templates

The Cybersecurity and Infrastructure Security Agency (CISA) created these reporting templates as a tool for stakeholder
organizations to download, review, and incarporate into their insider threat mitigation programs. The Reporting Form and the
{mvestigative Form are fillable PDFs that can be used with any insider threat program. Like other templates CISA has developed,
stakeholders ean utilize the forms in their current format or use them as an example in developing their own products intemnally.

The Reporting Form allows individuals to submit concemns related to a polential insider threat to the appropriate point of
contact within their organization. This form features a “submit”™ button that erganizations can edit to aute-generate an email
to the appropriate mailing address within the organization. An organization intending to use the Reporting Form will need to
edit the “submit” button as outlined in this document before making the form available for employee use. This helps ensura
that all reperts are collected centrally by the eppropriate sefected reciplent(s) or inbo,

The Investigative Form is designed to help organizations document incidents and determine appropriate next steps,
including, bart not limited to, review by an organization's Threat Management Teawm, referral to law enforcement, or other
follow-on actions as necessary to protect the organization and its emplovees. This will assist stakehoiders as they keep a
record of organizational actions related to an insider threat incident, promote accountability of necessary steps to protect
assels, and to identify vulnerabilities in the effort of mitigating future insider threats.

The forms are downloadable if you have 2 concern ataut an immediate threat in the
and the data collected Is workplace, contarne your focal law enforcement. The reporting
controlied and managed by Hie and investigative tenplates 2re not interded fo provide sny Grgdanization
policies and protocols of the with the authorly ta perform aclivittes that they are otherwlse not able
stakeholder organizations. 1o perform undzr applicable law, regulatlon, and policy. Consuft with your
icgal counsnl botore implementing those Torms in your grganization.
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Insider Threat Reporting Template

WORKPLACE REPORTING FORM

- ul

The roparting and inve sifgamm templates are not Intended 1o provide any crganization with the authorty to perfonm
acihitles that they are otherwise not abie to perform under applicabie taw regulation, and policy. Consult with yow
tagal counsel batore Implemanting hase FOrms in your arganlzation

Flease use this sectlon to report any susplclous actlvity fn the workplace, focusing on documenting
the incident and providing refevant details about the observed behavior/incident:

1 | Pescription of Incident

val‘ﬂeas many dnr::;im as il can rtg:;m.reg m1|1 fnﬂ&&nt émr your chsorvations.

2 |Incident Location
Exampte: 123 Maln Street, Ahytown, ST 12345

3 | Incident Date or Date Range

4 | IncidentTime(s)
Example: 1130 AM_

5 | Concem Type

Examptes tnchadc: VrbelAWritten Fhreats: Terrorism/Viotent Exiremismy Personal
{undict; Finsaed Consideratinns; Substance Abise; Oehavipral Gonsiderations; Criminal
Londuct; Measandiing Protected Information; Misuse of lnformation Technology; Cyber
Crime: Fanibnage; Financial/inlellectual Property Theli; Workplace Vialence

Please share detalls about the Indhi2ual{s) associated with the susplcious actlvity in the following sectlon:

6 | Name for Desaription if Linknuwn)
Emmple}ohn Do

T [lobTite
Example: Analyst, Sales Rep, Software Engineer

& | Role or Job Type

Example: Emplayee, Contracios, Lonsuliant, Yendor, efc,

his reporting tempiate is intended to document activitics and beiaviors that am
suspiclous ar Indicaiive of chiminal activily. Such activities or behaviors should be

teported only whon (rens arc anticulable facts fo support a rational conRcfusion that

the behavior Is Suspiclous or suggests crimiral acthvity. Do not report based on SU BMIT
constitutionally prodocted activitles or an the basts of race, slhrlclty, religion, gender, b ik
soxtial oneniation, disabiity, or other such charactesistics, and do not répont based on

a combination of anly such fectors. if you beve a conicemn about an immediale threst
in the workplace, contact your focal law enforcemernt.




Insider Threat Reporting Template
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WORHKPLACE INVESTIGATIVE FORM

The reporting and ivestigative tomplates are nal [ntenood to pravide any organization with the atthoftly to perfarm
activities that they are otherwise nal abva Lo perform under applicable law, regufation, and policy. Consult with your
iagal counsal before Implomenting thesa forms in your onganization.

INCIDENT DETAILS

) N Ouiline incldent in further detall {l.e. withess statement, etc.} What IT systems were compromised? What technofogy
1 |Incident Descripion  jdenamted the breach (if applicabie)?”

Examiples irclugte: Verbal/Written Threats; TerrorismyViolent Extremismy; Personal Candut; Financial Consideralionss
2 |ConcemType  sSupsiance Abwse; Behavioral Conshierations; Criminad Conduct; Mishandiing Protected Information; Mistse of Infarmation
Technokgy; Espianage; Fimancialsimelectus! Properly Theft; Other

3 | Has the appropriate security professional been notified? {2 ves (" o O A

4 | Has the Insider Threat Management Team beer notified? (T ves {7 #o ) A

INFORMATION ON THE PERSON OF INTEREST

5 | Name ‘
6 | jobTHe j
T | Labor Catepary ;
]
!

8 {Clearance Leve] /SpeciajAccess
G | Network Privileges

10 | Equipment Used in Incident

11 | Office Location

12 | Incident Date or Date Range

13 I Incident Time(s)

INVESTIGATOR/INTAKE OFFICIAL'S INFORMATION

14 [ Name “ [
15 } Contact Information {

16 [ Position E I




ADDITIONAL INFORMATION

17 | tnitial Recommendations

18 | How was the suspicious activity detected?

20 | Recommendations I Update‘.i J Changes 10 Make to be made Io protect the ofgonization’s hign-value assets? Did the reporting pathway

. e S-S
Moo i T R B R :
5 2 . c
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Name a Title: ' "
' £
) & o o ol NV S W gl T .owesE .
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Does law enforcement need ta be imalved? What action needs (0 octur ke keep individuats safe?

What actions gid the orgomlzation {ake? Weve consequences for the indlvidual recommended to

19 | Next Steps, Follow-up, and Conclusion 47 such as a formai waming, sustossced counsefing, or termination? Was th mattor sent to faw
enforcoment for further imesiiztiva? Wese witness inferviews conducicd? What action must

coma naxt i this partica/ar nsance?

What activily ocowrred? What was the indhviguals main molivetion {if krnown)? Were any
orfamzational policies viclaledy? How were the securlly policles/propedures svaded il
possibie? What action did the organtzation take to mitidate and prevent an incldent?

What secunity considerations should the cdganization aogdress? What changes need

lead to & successtul mitigation of prevention7 If N, shiat securlty gap needs to ba
addressed? Is Incroased montaring of the individual nesded?
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Robert Mancini Alfeia Goodwin

4 Guernsey Lane 117 Abbey Terrace

Media PA 19063 Drexel Hill, PA 19026

Phone 610-506-9827 267-977-0757 Represent Sell’
Fax- None None

Email

IN THE CIVIL COURT OF DELAWARE COUNTY OF PENNSYLVANIA

Robert Mancint, resident ; Petition and Preliminary Injunction
Alfeia Goodwin, Candidate 5% District
Of PA, US Congress
Jointly Plaintiffs,
V. :
Delaware County, PA : CV-2024- *3'3'3 &
Defendant

CERTIFICATE OF SERVICE

1
[ hereby certify thaton f October 2024 a true copy of the Complaint and Preliminary
Injunction will be served upon the following in the following in the manner indicated:

VIA the Sheriff

Sharon Scattolino, County Clerk,
Office of Open Records Officer
201 West Front Street, Room 206
Media PA 19063

Y

Robert Mancini

FILED
10-11-2024408:25 AN

OFFICE OF JUDICIAL SUPPORT
DELAWARE COUNTY, PA





