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3.5.4.1 An ID to Link the CVR to its Corresponding Ballot Style ID

The CVR can be linked to the ballot style ID that was used in creating the paper ballot. This ID
is contained in CVR: :BallotStyleld.

3.5.5 IDs to Support Batching

There are two identifiers both related to batching, that is, grouping paper ballots as they are
scanned into separate batches for the purposes of auditing by batch. The first identifier,
CVRSnapshot: :BatchId, is used to identify the batch. The second identifier,

CVRSnapshot: :BatchSequenceld, is used to identify the position or sequence of the ballot
within the batch.

3.5.6 IDs via Associations with Other Classes

Lastly, the CVR class can be associated with 3 other classes, each class containing static
information related to tabulation and auditing. These classes are referenced (linked) from each
CVR because the information within each class is entirely static and thus need not be repeated in
each CVR. These classes are:

1. BallotStyleUnit — contains static information about the political geography
corresponding to the ballot’s ballot style. Most likely the political geography will
correspond to a precinct or a precinct split.

2. CreatingDevice — contains static information about the device that created the CVR,
including the manufacture, model, serial number, and the type of mark metric measure

used by the device.

3. Election — contains identifying information about the election, including the name and
any associated codes.
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_ Cast Vote Record UML Model Documentation

This section contains documentation and discussion of the features included in the CVR UML
model. As noted previously, this model was used in deriving the XML and JSON schemas, and
the schema usage closely follows that of the UML model.

The UML classes are described first, followed by the enumerations. Each description contains
an image of the class (from the UML model) and a table containing details about each of the
class’s attributes. To denote that certain class attributes derive from the class’s associations with
other classes, curly braces are used around those attribute names, e.g., if ClassA has an
association with ClassB that is named “Automobile”, then the table of attributes for ClassA
would include “{Automobile}” as one of the attributes.

Class attributes and enumeration values are alphabetically ordered with some exceptions, €.g.,
“OtherStatus” comes after “Status” in some classes, and “other” is last in enumeration
values.

41 Class Annotation

Annotation is used to record annotations made by one or more adjudicators.
CVRSnapshot includes Annotation.

Annotation
-AdjudicatorMame : String [0..7]
-Message : String [0..7]
-TimeStamg : dateTime [0..1]

Figure 10 - Class Annotation

AdjudicatorName 0.* String The name(s) of the adjudicator(s).
Message 0..% String A message created by the adjudicator(s).
TimeStamp 0..1 dateTime The date and time of the annotation.
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4.2 Class BallotMeasureContest

BallotMeasureContest is a subclass of Contest and is used to identify the type of contest as
involving one or more ballot measures. It inherits attributes from Contest.

BallotMeasureContest |

Figure 11 — Class BallotMeasureContest
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4.3 Class BallotMeasureSelection

BallotMeasureSelection is a subclass of ContestSelection and is used for ballot measures.
The voter's selected response to the contest selection (e.g., "yes" or "no") may be in English or
other languages as utilized on the voter's ballot.

BallotMeasure Selection
-Selection ; String [1]

Figure 12 - BallotMeasureSelection

The voter's selection, i.e., 'yes' or 'no', in English or in
other languages as utilized on the voter's ballot.

Selection 1 String
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4.4 Class Candidate

Candidate identifies a candidate in a contest on the voter's ballot. Election includes instances
of candidate for each candidate in a contest; typically, only those candidates who received
votes would be included.

Candidate

-Code ; Code [0..7]
-Mame : String [0..1]

Figure 13 - Class Candidate

Code 0. Code A co@e or identifier associated with the
candidate.
Name 0.1 String Candidate's name as listed on the ballot.
{Party} 0.1 Party The party associated with the candidate.
23
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4.5 Class CandidateContest

CandidateContest is a subclass of Contest and is used to identify the type of contest as
involving one or more candidates. It inherits attributes from Contest.

CandidateContest

-MumberElected : Integer [0..1]
-VotesAllowed : Integer [0..1]

Figure 14 - Class CandidateContest

NumberElected 0.1 Integer The number of candidates to be elected in the
contest.
(PrimaryParty} 0.1 Part The party associated with the contest, if a partisan
! primary.
The number of votes allowed in the contest, e.g., 3
VotesAllowed . Int . ? ’
oresate 0.1 nteser for a 'choose 3 of 5 candidates' contest.
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4.6 Class CandidateSelection

CandidateSelection is a subclass of ContestSelection and is used for candidates, including
for write-in candidates.

Candidate Selection
~IsWWriteln : Boolean [0..1]

Figure 15 - Class CandidateSelection

The candidate associated with the contest
selection. For contests involving a ticket of

Candidate W Candidat . . . .
{Candidate} 0 . € multiple candidates, an ordered list of candidates
as they appeared on the ballot would be created.
IsWriteln 0.1 Boolean A flag to indicate if the candidate selection is

associated with a write-in.
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4.7 Class CastVoteRecordReport
The root class/element; attributes pertain to the status and format of the report and when created.

CastVoteRecordReport includes multiple instances of CVR, one per CVR or sheet of a multi-page
cast vote record. CastVoteRecordReport also includes multiple instances of Contest, typically
only for those contests that were voted so as to reduce file size. The Contest instances are later
referenced by other classes to link them to contest options that were voted and the
indication(s)/mark(s) made.

«Root»
CastVoteRecordReport

-GeneratedDate : dateTime [1}

-Motes : String [0..1]

-ReporiType : ReporiTyps [0..7]
-DtherReportType : String [0..1]

-Version : CastVoteRecordWersion [1] = 1.0.0

Figure 16 - Class CastVoteRecordReport

Used to include instances of CVR

{CVR} 0.* CVR classes, one per cast vote record in
the report.
. Used to include the election(s)
Election LK Election . .
{ ’ ! eee associated with the CVRs.
Generatedbate 1 dateTime Identifies the time that the election

report was created.

Used to include the political
geography, i.e., location, for where
the cast vote record report was
{GpUnit} 1.* GpUnit created and for linking cast vote
records to their corresponding
precinet or split (or otherwise
smallest unit).

Notes that can be added as
Notes 0.1 String appropriate, presumably by an
adjudicator.

The party associated with the ballot

Part 0.* Party . .
{Party} sheet for a partisan primary.
. . Identifies the device used to create
R rtGeneratingDevice 1.% ReportingDevice
[Repo ne ’ the CVR report.
26
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The device creating the report. The
reporting device need not
necessarily be the creating device,

{ReportingDevice} 1.* ReportingDevice | i.e., for an aggregated report, the
reporting device could be an EMS
used to aggregate and tabulate cast
vote records.

ReportType 0. * ReportTvbe The type of report, using the

nepottivbe ReportType enumeration.

OtherReportType 01 String If Re ‘ortT e is 'other’, this
contains the report type.

. CastVoteRecordV | The version of the CVR

Version 1 . . . .

ersion specification being used (1.0).
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4.8 Class Code

Code is used in Election, GpUnit, Contest, Candidate, and Party to identify an
associated code and the type of code.

Code
-Label: String [0..1]
-Type : ldentifierType [1]
-DtherType : String [0..1]
-Value : String [1]

Figure 17 - Class Code

Label 0.1 String A label associated with the code, used as
needed.

Type | IdentifierType Used t9 1%1dlcate the type of _code, from the
IdentifierType enumeration.

OtherType 0..1 String If Type is 'other', the type of code.

Value 1 String The value of the code, i.e., the identifier.
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4.9 Class Contest

Contest represents a contest on the ballot. CastVoteRecordReport initially includes an
instance of Contest for each contest on the ballot. Other classes can subsequently reference the
instances as necessary to link together items on the cast vote record, such as a contest, its voted
contest selection(s), and the mark(s) associated with the selection(s).

Contest has three subclasses, each used for a specific type of contest: These subclasses inherit
Contest's attributes.

1. PartyContest - used for straight party contests,

2. BallotMeasureContest - used for contests, and

3. candidateContest -used for candidate contests.

Contest

-Abbreviation ; String [0..1]

-Code : Code [0..%]

-Name : String [0..1]

oteVariation : Vote'Variation [0..1]
-OtherVoteWariation : String [0..1]

Figure 18 - Class Contest

Abbreviation 0.1 String An abbreviation associated with the
contest.
Code 0.* Code A code or identifier used for this contest.
(Contestselection} | ContestSelection Identifies the contest selections in the
contest.
Title or name of the contest, e.g.,
Name 0..1 String "Governor" or "Question on Legalization
of Gambling".
VoteVariation 0.1 VoteVariation The vote Var%atu?n for this con?est, from
the VoteVariation enumeration.
> 3 ] 1 1
OtherVoteVariation 0..1 String IfV‘ot‘eVarwat“l’on is *other!, the vote
variation for this contest.
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410 Class ContestSelection

ContestSelection represents a contest selection in a contest. Contest can include an instance
of ContestSelection for each contest selection in the contest or, as desired, all contest
selections.

ContestSelection has three subclasses, each used for a specific type of contest selection:

1. BallotMeasureSelection - used for ballot measures,

2. candidateSelection - used for candidate selections, and

3. PartySelection - used for straight party selections.

Instances of CVRContestSelection subsequently link to the contest selections as needed so as
to tie together the contest, the contest selection, and the mark(s) made for the contest selection.

ContestSelection contains one attribute, Code, that can be used to identify the contest
selection and thereby eliminate the need to identify it using the subclasses.

ContestSelection
-Code : Code [0..%]

Figure 19 - Class ContestSelection

Code 0.* Code Code used to identify the contest selection.
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4.11 Class CVR

CVR constitutes a cast vote record, generated by a ballot scanning device, containing indications
of contests and contest options chosen by the voter, as well as other information for auditing and
annotation purposes. Each sheet of a multi-page paper ballot is represented by an individual
CVR, e.g., if all sheets of a 5-sheet ballot are scanned, 5 CVRs will be created.
CastVoteRecordReport includes multiple instances of CVR as applicable.

CVR

-BallotAuditld : String [0..1]
-Ballotimage : Imagelata [0..*Hurdersd}
-BallotPrePrintadid : String [0..1}
-BatchSequenceld : Integer [0..1]
-BallotSheetld : String [0..1]
-BallotStyleld : String [0..1]

-Batchld : String {0..1}

~Unigueld : String [0..1]

Figure 20 - Class CVR

A unique identifier for this CVR, used to
link the CVR with the corresponding audit
record, e.g., a paper ballot. This identifier
may be impressed on the corresponding
audit record as it is scanned, or otherwise
associated with the corresponding ballot.

BallotAuditId 0..1 String

An image of the ballot sheet created by the

BallotImage 0.* ImageData . .
& scanning device.

A unique identifier for the ballot (or sheet
of a multi-sheet ballot) that this CVR
represents, used if ballots are pre-marked
with unique identifiers. If provided, this
number would be the same on all CVRs
that represent individual sheets from the
same multi-sheet ballot. This identifier is
not the same as one that may be impressed
on the corresponding ballot as it is scanned
or otherwise associated with the
corresponding ballot; see the
BallotAuditId attribute.

BallotPrePrintedId 0.1 String

A unique number for the ballot (or sheet of
a multi-sheet ballot) that this CVR
BallotSheetId 0..1 String represents, used if ballots are pre-marked
with unique numbers. If provided, this
number would be the same on all CVRs
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that represent individual sheets from the
same multi-sheet ballot. This number is not
the same as one that may be impressed on
the corresponding ballot as it is scanned or
otherwise associated with the
corresponding ballot; see the
BallotAuditId attribute.

An identifier of the ballot style associated

BallotStyleld . Stri . .
artobahyte 0.1 ring with the corresponding ballot.
Identifies the smallest unit of geography
{BallotStyleUnit} 0..1 GpUnit associated with the corresponding ballot,
typically a precinct or split-precinct.
0.1 ) The identifier for the batch that includes
BatchlId St .
ae e this CVR.
BatchSequenceTd 0..1 Integer The sequence pumber of the corresponding
paper ballot within a batch.
{CreatingDevice} 0..1 ReportingDevice | Identifies the device that created the CVR.
{CurrentSnapshot} | CVRSnapshot Identifies the snapshot that is currently
tabulatable.
Identifies the repeatable portion of the CVR
{CVRSnapshot} 1.* CVRSnapshot that links to contest selections and related
information.
(Election} 1 Election Used Fo 1dent1lfy an election with which the
CVR is associated.
(Party} 0.* Part Ideptlﬁes the party assoplatgd with a CVR,
> typically for partisan primaries.
The sequence number for this CVR. This
Uniqueld 0.1 String represents the ordinal number that this CVR
was processed by the tabulating device.
32
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4.12 Class CVRContest

CVRContest class is included by CVRSnapshot for each contest on the ballot that was voted, that
is, whose contest options contain indications that may constitute a vote. CVRContest includes
CVRContestSelection for each contest option in the contest containing an indication or write-
in.

CVRSnapshot can also include CVRContest for every contest on the ballot regardless of whether
any of the contest options contain an indication, for cases where the CVR must include all
contests that appeared on the ballot.

CVRContest attributes are for including summary information about the contest.
Overvotes plus Undervotes plus TotalVotes must equal the number of votes allowable in the

contest, e.g., in a "chose 3 of 5" contest in which the voter chooses only 2, then Overvotes =0,
Undervotes = 1, and TotalVotes = 2, which adds up to the number of votes allowable = 3.

CVRContest

-Overvotes : Integer [0..1}
-Selections : Integer [0..1]
-Status : ContestStatus [0..%]
-OtherStatus : String [0..1]
-Undervotes : Integer [0..1]
ritelns : Integer [0..1]

Figure 21 - Class CVRContest

Used to link to an instance of
Contest specific to the contest at
{Contest} 1 Contest hand, for the purpose of specifying
information about the contest such
as its contest identifier.

Used to include information about a
contest selection in the contest,

{CVRContestSelection} 0..* CVRContestSelection | . . .
including the associated
indication(s).
overvotes 0.1 Integer The nurpber of votes lost due to
overvoting.
Used to indicate the number of
Selections 0.1 Integer possible contest selections in the
contest.
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The status of the contest, e.g.,
Status 0..* ContestStatus overvoted, undervoted, from the
ContestStatus enumeration.

Used when Status is 'other' to
OtherStatus 0.1 Strin .
& include a user-defined status.
Undervotes 0.1 Integer The number of votes lost due to
undervoting.
WriteTns 01 Integer The total number of write-ins in the

contest.

34

COMPLAINT_0103



66-CV-22-2022 I
Filed in District Court

State of Minnesota
8/23/2022 1:16 PM

SP 1500-103, Version 1.0
NIST Cast Vote Records CDF Specification

4.13 Class CVRContestSelection

CVRContestSelection is used to link a contest option containing an indication with information
about the indication, such as whether a mark constitutes a countable vote, or whether a mark is
determined to be marginal, etc. CVRContest includes an instance of CVRContestSelection
when an indication for the selection is present, and CVRContestSelection then includes
SelectionPosition for each indication present. To tie the indication to the specific contest
selection, CVRContestSelection links to an instance of ContestSelection that has previously
been included by Contest.

Since multiple indications per contest option are possible for some voting methods,
CVRContestSelection can include multiple instances of SelectionPosition, one per
indication. CVRContestSelection can also be used for the purpose of including, in the CVR, all
contest options in the contest regardless of whether indications are present. In this case,
CVRContestSelection would not include SelectionPosition if no indication is present but
would link to the appropriate instance of ContestSelection.

CVRContestSelection

-OptionPosition : Integer [0..1]

-Rank : Integer [0..1]

-Status ; ContestSelectionStatus [0..7]
-DtherStatus ; String [0..1}
~TotalFractionalVotes : FracticnalMumber [0..1]
-TotalMumberVotes : Integer [0..1]

Figure 22 - Class CVRContestSelection

Used to link to an instance of a
contest selection that was
previously included by
Contest.

{ContestSelection} 0..1 ContestSelection

Used to include the ordinal
OptionPosition 0.1 Integer position of the contest option as
it appeared on the ballot.

For the RCV voting variation,

" the rank chosen by the voter, for
when a contest selection can
represent a ranking.

Rank 0..1 Integer
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{SelectionPosition}

SelectionPosition

Used to include further
information about the
indication/mark associated with
the contest selection.

Depending on the voting
method, multiple
indications/marks per selection
may be possible.

Status

ContestSelectionStatus

Contains the status of the contest
selection, e.g., 'needs-
adjudication' for a contest
requiring adjudication, using
values from the
ContestSelectionStatus
enumeration.

OtherStatus

0.1

String

Used when Status is 'other!
to include a user-defined status.

TotalFractionalVotes

0.1

FractionalNumber

For cumulative or range and
other similar voting variations,
contains the total proper
fractional number of votes
across all indications/marks.

TotalNumberVotes

0..1

Integer

For cumulative or range and
other similar voting variations,
contains the total number of
votes across all
indications/marks.
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4.14 Class CVRSnapshot

CVRSnapshot contains a version of the contest selections for a CVR; there can be multiple
versions of CVRSnapshot within the same CVR. Type specifies the type of the snapshot, i.e.,
whether interpreted by the scanner according to contest rules, modified as a result of
adjudication, or the original, that is, the version initially scanned before contest rules are applied.
_CVR includes CVRSnapshot.

Other attributes are repeated in each CVRSnapshot because they may differ across snapshots,
e.g., the contests could be different as well as other status.

grequiredids
CVRSnapshot
-Status ; CVRStatus [0..7]

-OtherStatus : String [0..1]
-Type : CVRType [1]

Figure 23 - Class CVRSnapshot

CAnnotation} 0% Annotation Used to include an annotation associated with the
CVR snapshot.
{CVRContest} 0..* CVRContest | Identifies the contests in the CVR.
Status 0.* CVRStatus | The status of the CVR.
. ‘ .
otherstatus 0.1 String When Status is 'other', contains the ballot
status.
Type 1 CVRType The type of the snapshot, e.g., original.
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415 Class CVRWriteln

CVRWriteIn is used when the contest selection is a write-in. It has attributes for the image or text
of the write-in.

CVRWriteln

~Text : String [0..1]
-Writelnimage : Imagelata [0..1]

Figure 24 - Class CVRWriteln

Used for the text of the write-in, typically present when
Text 0.1 String the CVR has been created by electronic ballot marking
equipment.

Used for an image of the write-in, typically made by a

WriteInImage 0..1 ImageData .
& scanner when scanning a paper ballot.
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4.16 Class Election

Election defines instances of the Contest and Candidate classes so that they can be later
referenced in CVR classes. Election includes an instance of Contest for each contest in the
election and includes an instance of Candidate for each candidate. This is done to utilize file
sizes more efficiently; otherwise each CVR would need to define these instances separately and
much duplication would occur.

Election

-Code ; Code [0..7]
-Mame : String [0..1]

Figure 25 - Class Election

Used to establish a collection of candidate
. . definitions that will be referenced by the CVRs. The
Candidat K Candidat ) . :
{Candidate} 0 ancleate | contests in each CVR will reference the candidate
definitions.
Used for a code associated with the election, e.g., a
Code 0.* Code . . , . . :
precinct identifier if the election scope is a precinct.
Used for establishing a collection of contest
Contest ¥ Contest " .
{Contest} L ontes definitions that will be referenced by the CVRs.
{(Electionscope} | eoUnit Used to identify the el;ctnon scope, i.e., the political
geography corresponding to the election.
Name 0.1 String A text string identifying the election.
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417 ClassFile

Used to hold the contents of a file or identify a file created by the scanning device. The file
generally would contain an image of the scanned ballot or an image of a write-in entered by a
voter onto the scanned ballot. SubClass Image is used if the file contains an image.

File

EHGIaNE-x
zaimpleContenta-Data : baseS4Binary [1]
-FileMame : String [0..1]
-MimeType : String [0..1]

Figure 26 - Class File

Data 1 base64Binary | Contains the base64 binary contents of the file.
FileName 0.1 String Contains the name of the file or an identifier of
the file.
MimeType 0.1 String The mime type of the file, e.g., image/jpeg.
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4.18 Class FractionalNumber

A proper fractional value represented using fractional or decimal notation.

&prims
FractionalNumber
-pattern : String = ([0-8]+1-81+[0-8]"} (% [D-8]+}

Figure 27 - Class FractionalNumber

Pattern describing the allowed values for a
FractionalNumber.

pattern
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4.19 Class GpUnit
Used for identifying a geographical unit for various purposes, including:

e The reporting unit of the report generation device, e.g., a precinct location of a scanner
that creates the collection of CVRs,

« The geographical scope of the election, or the unit of geography associated with an
individual CVR.

CastVoteRecordReport includes instances of GpUnit as needed. Election references GpUnit
as ElectionScope, for the geographical scope of the election. CVR references GpUnit as
BallotStyleUnit to link a CVR to the smallest political subdivision that uses the same ballot
style as was used for the voter’s ballot.

Gplnit

~Code : Code [0..7] |
-Name : String [0..1] ;
-Type : ReportingUnitType [1] |
-DtherType : String [0..1]

Figure 28 - Class GpUnit

A code associated with the geographical
unit.

Code 0..* Code

Name 0..1 String Name of the geographical unit.

The collection of cast vote records
{ReportingDevice} 0.* ReportingDevice | associated with the reporting unit and the
reporting device.

Contains the type of geographical unit,
e.g., precinct, split-precinct, vote center,
using values from the ReportingUnitType

Type 1 ReportingUnitType )
enumeration. If no values apply, use
"other' and include a user-defined type in
OtherType.
o o
OtherType 0.1 String Used when Type is 'other' to include a
user-defined type.
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4.20 Class Hash

Hash is used to specify a hash associated with a file such as an image file of a scanned ballot.

Hash
-OtherType : string [0..1]
-Type : HashType [1]
Value : string [1]

Figure 29 - Class Hash

The type of the hash, from the HashType
T HashTyp . >
ype ! as € enumeration.
OtherType 0.1 String If Type is 'other', the type of the hash.
Value 1 String The hash value, encoded as a string.
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4.21 Class Image

Used by File for a file containing an image, e.g., an image of a write-in on a paper ballot.

Image

Figure 30 - Class Image
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4.22 Class ImageData

66-CV-22-2022 Filed in District Court

State of Minnesota
8/23/2022 1:16 PM

ImageData is used to specify an image file such as for a write-in or the entire ballot. It works
with several other classes, as follows:

o File with SubClass Image — to contain either a filename for an external file or the file

contents, and
e Hash — to contain cryptographic hash function data for the file.

ImageData

-Location : anyURI[0..1]

Figure 31 - Class ImageData

A hash value for the image data, used for verification
{Hash} 0.1 Hash . , . .

comparisons against subsequent copies of the image.

The image of an individual ballot sheet created by the
{Image} 0.1 Image scanner, could possibly include both sides of a two-sided

ballot sheet depending on the scanner's configuration.
Location 0.1 anyURI A pointer to the location of the image file.

45

COMPLAINT_0114



SP 1500-103, Version 1.0

66-CV-22-2022

NIST Cast Vote Records CDF Specification

4.23 Class Party

Filed in District Court

Party is used for describing information about a political party associated with the voter's ballot.
CVR includes instances of Party as needed, e.g., for a CVR corresponding to a ballot in a partisan
primary, and CandidateContest references Party as needed to link a candidate to their political

party.

Party

~Abbreviation : String [0..1]
-Code :Code [0..9]
-Name : String {0..1]

Figure 32 - Class Party

Abbreviation 0..1 String Short name for the party, e.g., "DEM".
Code 0.* Code A code associated with the party.
Name 0.1 String '(')fﬁmal full |rllame of the party, e.g.,
Republican".
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4.24 Class PartyContest

PartyContest is a subclass of Contest and is used to identify the type of contest as involving a
straight party selection. It inherits attributes from Contest.

PartyContest |

Figure 33 - Class PartyContest
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4.25 Class PartySelection

PartySelection is a subclass of ContestSelection and is used typically for a contest selection
in a straight-party contest.

lPartySetectiBﬂg

Figure 34 - Class PartySelection

The party associated with the contest
selection.

{Party} 1..% Party
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4.26 Class ReportingDevice

ReportingDevice is used to specify a voting device as the “political geography” at hand.
CastVoteRecordReport refers to it as ReportGeneratingDevice and uses it to specify the
device that created the CVR report. CVR refers to it as CreatingDevice to specify the device that
created the CVRs.

ReportingDevice

-Application ; String [0..1]
-Code : Code [0..%]
-Manufacturer : String [0..1]
~ldarkldetricType : String [0..1]
-ldodei: String [0..1]

-Motes : String {0..7}
-SerialMumber : String [0..1]

Figure 35 - Class ReportingDevice

Application 0..1 String | The application associated with the reporting device.
Code 0.* Code A code associated with the reporting device.
Manufacturer 0..1 String | Manufacturer of the reporting device.

The type of metric being used to determine quality. The
type must be specific enough that the attached value can

MarkMetricT . Stri . .
ariietriciype 0.1 TNE pe accurately verified later, e.g., 'Acme Mark Density'
may be a sufficiently specific type.
Model 0..1 String | Manufacturer's model of the reporting device.
Notes 0.* String | Additional explanatory notes as applicable.
SerialNumber 0.1 String Serial number or other identification that can uniquely

identify the reporting device.
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4.27 Class RetentionContest

RetentionContest is a subclass of BallotMeasureContest and is used to identify the type of
contest as involving a retention, such as for a judicial retention. While it is similar to
BallotMeasureContest, it contains a link to Candidate that BallotMeasureContest does not.
RetentionContest inherits attributes from Contest.

RetentionContest

Figure 36 - Class RetentionContest

{Candidate} candidate | Identifies the candidate in the retention contest.
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4.28 Class SelectionPosition

CVRContestSelection includes SelectionPosition to specify a voter's indication/mark in a
contest option, and thus, a potential vote. The number of potential SelectionPositions that
could be included by CVRContestSelection is the same as the number of ovals next to a
particular option. There will be usually 1 instance of SelectionPosition for plurality voting,
but there could be multiple instances for RCV, approval, cumulative, or other vote variations in
which a voter can select multiple options per candidate.

SelectionPosition contains additional information about the mark to specify whether the mark
is countable, as well as information needed for certain voting methods. MarkMetricValue
specifies the measurement of a mark on a paper ballot. The measurement is assigned by the
scanner for measurements of mark density or quality and would be used by the scanner to
indicate whether the mark is a valid voter mark representing a vote or is marginal.

SelectionPosition

-Code : Code [0..%
-FractionalVotes : FractionalMumber [0..1]
-Hasindication : IndicationStatus [1]
-lsAdiocable ; AllocationStatus [0..1]
-isGenerated : Boolean [0..1]
-MarkMetricValue : String [0..%
-Mumbervotes : Integer [1}
-Position : Integer [0..1]

-Rank : Integer [0..1]

-Gtatus : PositionStatus [0..%]
-OtherStatus : String [0..1]

Figure 37 - Class SelectionPosition

Code 0. % Code Cod.e. used to identify the contest selection
position.

(CVRWriteIn} 0.1 CVRWr teTn Used to store information regarding a write-in
vote.

FractionalVotes 0.1 FractionalNumber The proper fractional r}u}nbm‘ of votes
represented by the position.

HasIndication 1 IndicationStatus | Whether there is a selection indication present.

IsAllocable 0.1 AllocationStatus Whether this 1r}d1c':at10n should be allocated to
the contest option's accumulator.

IsGenerated 0.1 Boolean Whther this u?chcatlon was genera.ted by
election rules, if not present, False is assumed.

MarkMetricValue 0.1 String ’SI“;; ;alue of the mark metric, represented as a
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NumberVotes

66-CV-22-2022

Integer

The number of votes represented by the
position, usually 1 but may be more depending
on the voting method.
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Position

0.1

Integer

The ordinal position of the selection position
within the contest option.

Rank

0.1

Integer

For the RCV voting variation, the rank chosen
by the voter, for when a position can represent
a ranking.

Status

PositionStatus

Status of the position, e.g., "generated-
rules" for generated by the machine, from

the PositionStatus enumeration. If no values
apply, use 'other' and include a user-defined
status in OtherStatus.

OtherStatus

0.1

String

Used when Status is “other” to include a
user-defined status.
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4.29 Enumeration AllocationStatus

Used in SelectionPosition: :IsAllocable to indicate whether the

SelectionPosition: :NumberVotes should be allocated to the underlying contest option
counter.

xenumeration»
AllocationStatus

ne
unknown
Yes

Figure 38 — Enumeration AllocationStatus

no To not allocate votes to the contest option’s accumulator.
When the decision to allocate votes is unknown, such as when adjudication is
unknown
needed.
yes To allocate votes to the contest option’s accumulator.
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4.30 Enumeration CastVoteRecordVersion

To identify the version of the CVR specification being used, i.e., version 1.0.0. This will need to
be updated for different versions of the specification.

wenumeration»
CastVoteRecordVersion

1.0.0

Figure 39 — Enumeration CastVoteRecordVersion

Fixed value for the version of this specification.
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4.31 Enumeration ContestSelectionStatus

Used in CVRContestSelection: : Status to identify the status of a contest selection in the CVR.

«enumeration»
ContestSelection3tatus

generated-rules
invalidated-rules
needs-adjudication
other

Figure 40 — Enumeration ContestSelectionStatus

generated-rules To indicate that the contest selection was created per contest rules.

To indicate that the contest selection was invalidated by the creating device

invalidated-rules
because of contest rules.

To indicate that the contest selection was flagged by the creating device for

needs-adjudication e gs
] adjudication.

Used in conjunction with CVRContestSelection: :OtherStatus when no

other f . . .
other value in this enumeration applies.
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4.32 Enumeration ContestStatus

Used in CVRContest: : Status to identify the status of a contest in which contest selection(s)
were made.

wenumeration»
ContestStatus

invalidated-rules
not-indicated
overvoted
undervoted
other

Figure 41 — Enumeration ContestStatus

To indicate that the contest has been invalidated by the creating device
because of contest rules.

invalidated-rules

For a CVRContest with no SelectionPosition, i.e. to specify the position
contains no marks or other indications.

not-indicated

overvoted To indicate that the contest was overvoted.

undervoted To indicate that the contest was undervoted.

Used in conjunction with CVRContest: : OtherStatus when no other value in

other . . .
this enumeration applies.
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4.33 Enumeration CVRStatus

Used in CVRSnapshot: : Status to identify the status of the CVR.

genumerationy»
CVRStatus

needs-adjudication
other

Figure 42 - Enumeration CVRStatus

needs-adjudication To indicate that the CVR needs to be adjudicated.

Used in conjunction with CVRSnapshot: : OtherStatus when no other value
in this enumeration applies.

other
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4.34 Enumeration CVRType

Used in CVRSnapshot: : Type to indicate the type of snapshot.

wenumerations
CVRType
interpreted

modified
ariginal

Figure 43 - Enumeration CVRType

interpreted Has been adjudicated.
mod+ified After contest rules applied.
original As scanned, no contest rules applied.
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4.35 Enumeration HashType

Used in Hash

: 1 Type to indicate the type of hash being used for an image file.

xzenumeration»
HashType

mdé&
sha-258
sha-512
other

Figure 44 - Enumeration HashType

To indicate that the MD6 message digest algorithm is being used.

mdé

sha-256 To indicate that the SHA 256-bit signature is being used.

sha-512 To indicate that the SHA 512-bit signature is being used.

other Used in conjunction with Hash: : OtherType when no other value in this
enumeration applies.
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4.36 Enumeration ldentifierType

Used in Code: : Type to indicate the type of code/identifier being used.

xenumeration»
IdentifierType
fips
local-level
national-level
ocd-id
state-level
other

Figure 45 - Enumeration ldentifierType

To indicate that the identifier is a Federal Information Processing Standard

fips (FIPS) code.

To indicate that the identifier is from a local-level scheme, i.c., unique to a

local-level .
county or city.

To indicate that the identifier is from a national-level scheme other than FIPS
or Open Civic Data Identifier (OCD-ID).

national-level

ocd-id To indicate that the identifier is from the OCD-ID scheme.

To indicate that the identifier is from a state-level scheme, i.e., unique to a

state-level .
particular state.

Used in conjunction with Code: : 0OtherType when no other value in this

other . .
enumeration applies.
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4.37 Enumeration IndicationStatus

Used in SelectionPosition: :HasIndication to identify whether a selection indication is
present.

«enumerations
Indication Status

no
unknown
yes

Figure 46 - Enumeration IndicationStatus

no There is no selection indication.

unknown It is unknown whether there is a selection indication, e.g., used for
ambiguous marks.

yes There is a selection indication present.
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4.38 Enumeration PositionStatus

Used in SelectionPosition: :Status to identify the status of a selection indication.

«enumerationy
PositionStatus

adjudicated
generated-rules
invalidated-rules
other

Figure 47 - Enumeration PositionStatus

adjudicated Used if the indication was adjudicated.

generated-rules Used if the indication was generated by the creating device per contest rules.

Used if the indication was invalidated by the creating device because of

invalidated-rules
contest rules.

Used in conjunction with SelectionPosition: :0therStatus when no other
value in this enumeration applies.

other
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4.39 Enumeration ReportingUnitType

Used in GpUniit: : Type to indicate a type of political geography.

wenumerationy
ReportingUnitType

combined-precinct
polling-place
precinct
split-precinct
vote-center

other

Figure 48 - Enumeration ReportingUnitType

combined-precinct To indicate a combined precinct.

polling-place To indicate a polling place.

precinct To indicate a precinct.

split-precinct To indicate a split-precinct.

vote-center To indicate a vote-center.

other Used in conjunction with GpUnit: : OtherType when no other value in this
enumeration applies.
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4.40 Enumeration ReportType

Used in CastVoteRecordReport: :ReportType to indicate the type of the CVR report.

«wenumeration»
ReportType

adjudicated

aggregated
originating-device-export
rev-round

other

Figure 49 - Enumeration ReportType

adjudicated To indicate that the report contains adjudications.

aggregated To indicate that the report is an aggregation of device reports.

To indicate that the report is an export from a device such as a

originating-device-export
scanner.

To indicate that the report is the result of a ranked choice voting

rcv-round
round.

Used in conjunction with
other CastVoteRecordReport: :OtherReportType when no other value in
this enumeration applies.

64

COMPLAINT_0133



SP 1500-103, Version 1.0

66-CV-22-2022

NIST Cast Vote Records CDF Specification

4.41 Enumeration VoteVariation

Used in Contest: :VoteVariation to indicate the vote variation (vote method) used to tabulate

the contest.

approval

wenumeration»
VoteVariation

approval
borda
cumulative
majority
n-of-m
plurality
proportional
range

rcy
super-majority
other

Figure 50 - Enumeration VoteVariation

To indicate approval voting.

borda

To indicate the borda count method.

cumulative

To indicate cumulative voting.

majority To indicate majority voting.
n-of-m To indicate the N of M voting method.
plurality To indicate plurality voting.

proportional

To indicate proportional voting.

range

To indicate range voting.

rcv

To indicate Ranked Choice Voting (RCV).

super-majority

To indicate the super majority voting method.

other

Used in conjunction with Contest: :0therVoteVariation when no other
value in this enumeration applies.
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Usage Examples

This section contains examples showing how to use this specification in various voting scenarios.
The examples refer to several XML files whose locations can be found in Appendix D. Some of
the sections use examples from Section 3 but show them in XML.

51 Anatomy of a CVR
This section refers to the file for Example 1.

The CVR specification allows for a wide range of data to be stored in a CVR, ranging from
minimal information about the selected contests and contest options to expanded information
about all contests on the ballot as well as other items. This section explains the construction of a
minimal cast vote record containing only the contests and candidates that were selected by the
voter. It contains two CVRs, each indicating a selection for a candidate in a contest. Each CVR
also references an image of the corresponding scanned ballot.

A 1500-103 instance (in XML or JSON) may contain one or mote CVRs, which in turn must
contain one or more CVRSnapshots, each representing a CVR at a specific point in time. The
file is divided roughly into two parts: the CVR elements at the beginning followed by other
elements for defining the election and its contests, candidates, and contest selections so that the
CVR elements can link to them as necessary. Lines 205 to 244 describe an election containing
the contest, candidate, and contest selection definitions.

The CVR elements link to these items by using identifiers defined in the contest, candidate, and
contest selection's ObjectId attributes. For example, the contest definition starting on line 228
contains:

<Contest ObjectId="_C1" xsi:type="CandidateContest">
so that CVR elements can link to this contest definition by using _C1:

<ContestId>_Cl</ContestId>

Importantly, the object identifiers are not the same as the codes that a jurisdiction may use to
identify contests or candidates. The object identifiers are entirely unique to a CVR report; the
exporting application must add them as it builds the report file. These identifiers are used only
as a means for linking contest, contest selections, etc., together within the report file.

Lines 3 to 204 contain the CVR elements. Each CVR element includes at least one CVRSnapshot.
Each CVRSnapshot represents a particular type, such as the original captured from a scanner, or
after it has been interpreted (i.e., business rules have been applied), or otherwise modified. The
CVRSnapshot element includes one or more CVRContest elements, which link to the voted
contest whose object identifier is _C1, thereby identifying that contest within the report file. It
then includes CVRContestSelection, which links to a contest option that was selected by the
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voter. Bach CVR element also includes an optional sequence number (SequenceNumber); this
isn’t required but could be helpful to auditors.

5.2 Basic Example
This section refers to the file for Example 2.

Consider the following contest:

For Treasurer of State

M Connie Pillich
1 Josh Mandel

Figure 51 - Treasurer Contest

which can be represented with the following XML fragment:

<cdf:CVRContest>
<cdf:ContestId>_5TS</cdf:ContestId>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_1ECP</cdf:ContestSelectionIld>
<cdf:Position>1</cdf:Position>
<cdf:SelectionPosition>
<cdfi:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>1</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:Position>1</cdf:Position>
<cdf:TotalNumberVotes>1</cdf:TotalNumberVotes>

</cdf:CVRContest>

The ContestSelectionId value of _1ECP represents the reference to the selected contest option:
<cdf:Candidate ObjectId="_1ECP">
<cdf:Name>Connie Pillich</cdf:Name>

</cdf:Candidate>
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By dereferencing 5TS, we can see this does indeed represent a contest selection of Connie
Pillich for Treasurer of State:

<cdf:Contest xsi:type="cdf:CandidateContest" ObjectId="_5TS">

<cdf:Name>For Treasurer of State</cdf:Name>

<cdf:VoteVariation>n-of-m</cdf:VoteVariation>

<cdf:VotesAllowed>1</cdf:VotesAllowed>
</cdf:Contest>

5.3 SelectionPosition

Section 3.4 discussed SelectionPosition in detail; this section contains additional information
about usage and examples.

5.3.1 Position and Rank in SelectionPosition

It is important to know, when tabulating a CVR, the position on the ballot corresponding to the
selection indication. There may be effectively only one position for those contest options in
which one selection at most is possible, such as for a single candidate. However, consider the
following contest in which three candidates are to be ranked for a county council position:

Member of County Council at Large

Contest Option 1st 2nd 3rd
lleen Shapiro Ix] [] []
Debbie Walsh [] [1] (x]
Sandra Kurt [1] [X] []

Figure 52 - Importance of Position and Rank

Each contest option has three possible choices and each possible position indicates a ranking.
The selection of Sandra Kurt's contest option corresponds to the following XML fragment:

<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_1HSK</cdf:ContestSelectionId>
<cdf:0ptionPosition>3</cdf:Position>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
<cdf:Position»2</cdf:Position>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>1</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>

68

COMPLAINT_0137

State of Minnesota
8/23/2022 1:16 PM



66-CV-22-2022 Filed in District Court

State of Minnesota
8/23/2022 1:16 PM

SP 1500-103, Version 1.0
NIST Cast Vote Records CDF Specification

From the above, Kurt’s (_1HSK) position on the ballot is third and she was ranked second. This
is represented by setting CVRContestSelection.SelectionPosition to 3 and
SelectionPosition.OptionPosition to 2. Depending on how the contest options are
structured, SelectionPosition.Rank could be used instead, e.g., for RCV contests.

5.3.2 Voter Made Marks (Paper Only)

A mark (made by a voter) may be associated with one or more MarkMetricValues, which is an
implementation dependent measure of a mark.

When a metric is used, its type (MarkMetricType) must be first specified by the
ReportingDevice playing the role of the CVR's CreatingDevice.

<cdf:ReportingDevice ObjectId="rd">
<cdf:MarkMetricType>AJAX</cdf:MarkMetricType>
</cdf:ReportingDevice>

Thus, the MarkMetricType used is expected to be the same for all marks originating from the
same CreatingDevice. From the above example, we can see that the mark has a quality
measurement of type AJAX (a fictional quality measurement).

The IsGenerated boolean can be used to indicate whether the indication is the result of a mark
on the ballot or whether it was generated by the application of contest rules or through
adjudication. However, setting it to false does not confirm that an indication meets scanner-
determined thresholds for mark quality, thus HasIndication is used. It can tell us if the mark
met the threshold or logic of a MarkMetricType to be considered a selection indication for the
contest option (machine interpretation), or if adjudication resulted in the capture of a selection
(human interpretation).

The following table, repeated from Section 3, shows the mapping of mark types to
HasIndication values:

Mark type HaslIndication
machine-readable mark yes
marginally machine-readable mark unknown
machine unreadable mark no

Figure 53 - Mapping of Mark Types to HasIndication Values
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5.3.3 Machine Generated Indications

If an indication was generated by machine, such as in the indirect selections of straight party
voting, IsGenerated can be set to true. HasIndication will have, of course, a value of yes.

<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasInd1ication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:IsGenerated>true</cdf:IsGenerated>
<cdf:NumberVotes>1</cdf:NumberVotes>
<cdf:Status>generated-rules</cdf:Status>

</cdf:SelectionPosition>

5.4 Handling Overvotes
This section only applies to paper ballots.

Consider again the treasurer contest, this time overvoted:

For Treasurer of State

M Connie Pillich
M Josh Mandel

Figure 54 - Overvoted Contest

This can be represented with the XML below:

<cdf:CVRContest>
<cdf:ContestId>_5TS</cdf:ContestId>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_ 1ECP</cdf:ContestSelectionId>
<cdf:OptionPosition>1</cdf:0ptionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>no</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>0</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_1EIM</cdf:ContestSelectionId>
<cdf:0ptionPosition>2</cdf:OptionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
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<cdf:IsAllocable>no</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>0</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:0vervotes>1</cdf:0vervotes>
<cdf:Undervotes>0</cdf:Undervotes>
</cdf:CVRContest>

Note that the indications are still accounted for, even though the votes will not be allocated to the
contest option accumulators for Connie Pillich nor John Mandel, but instead to the overvote
accumulator.

Where adjudication is warrented, IsAllocable should be set to unknown.

5.5 Write-Ins

Consider the following plurality contest in which one vote can be allocated across the 4 possible
choices:

For Governor

[1 Edward FitzGerald
(] John Kasich

[ Anita Rios
M Write-In (John Smith)

Figure 55 - Write-In Selection

The write-in box was selected, and “John Smith” is the candidate name. This can be represented
with the following XML fragment:

<cdf:CVRContest>
<cdf:ContestId>_1G0O</cdf:ContestId>
<cdf:CVRContestSelection>
<cdf:0ptionPosition>4</cdf:0ptionPosition>
<cdf:SelectionPosition>
<cdf:CVRWriteIn>
<cdf:Text>John Smith</cdf:Text>
</cdf:CVRWritelIn>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>unknown</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
</cdf:SelectionPosition>
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<cdf:Status>needs-adjudication</cdf:Status>
</cdf:CVRContestSelection>
</cdf:CVRContest>

Note that this fragment is the original CVR from the Creatingbevice and thus we do not yet
know the validity of the write-in (it has not yet been adjudicated). Still we can say some things
about it:

e The text of the write-in is John Smith, represented using the Text element.

e SelectionPosition represents both the selection of the write-in contest option and the

write-in itself. Therefore, it is not possible for one to be valid but the other not.

If John Smith is determined to be a valid write-in, then the following may occur:

e IsAllocable is setto yes

e CVRContestSelection is linked to the ContestSelection associated with the

candidate.

Some systems may not be capable of tabulating votes for the candidate underlying a write-in.

5.5.1 Write-In Counter
If desired, the CVRContest may contain the number of write-ins, i.e., the number of write-in

contest options selected. This includes options that were selected, but no candidate was specified
(e.g., a filled oval with an empty line).

5.5.2 Adjudication of Write-Ins
Adjudication can accomplish two things:
1. Determine if the name represents a valid write-in option, i.e., does the write-in text
represent a valid write-in option?

2. Determine if the contest selection should be allocated.

(2) is different from (1), in that if it is determined that the write-in text represents a valid write-in
option, it could still be overwritten by interpretation of voter intent.

5.6 CVR Snapshots
A CVR can be used throughout various points in the election lifecycle:

e Capture of contest selections
e Interpretation of contest selections
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e Adjudication of contest selections
e Other operations

If a downstream system needs to modify the CVR, e.g., to add a CVRContestSelection as the
result of adjudication, a new CVRSnapshot should be created.

Consider the following XML fragment:

<cdf:CVRSnapshot ObjectId="css-02">
<cdf:CVRContest>
<cdf:ContestId>_6RC</cdf:ContestId>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_1FMZ</cdf:ContestSelectionId>
<cdf:0ptionPosition>1</cdf:0ptionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>unknown</cdf:IsAllocable>
<cdf:MarkMetricValue>76</cdf:MarkMetricvValue>
<cdf:NumberVotes>1</cdf:NumberVotes>
</cdf:SelectionPosition>
</cdf:CVRContestSelection>
</cdf:CVRContest>
<cdf:Status>needs-adjudication</cdf:Status>
<cdf:Type>original</cdf:Type>
</cdf:CVRSnapshot>

This represents a CVR having a single marked contest, in which the indication is unknown (e.g.,
the mark is marginal). The Status of the CVRSnapshot is needs-adjudication so as to flaga
downstream system ot process.

Say that an adjudicator determines the mark is a result of the voter resting their pen on the
contest option position, and not voter intent to make a selection for Mark Zetzer. Thus,
HasIndication is set to no, and a new CVRSnapshot is created recording this action:

<cdf:CVRSnhapshot ObjectId="css-03">
<cdf:Annotation>
<cdf:AdjudicatorName>Mark Kennamond</cdf:AdjudicatorName>
<cdf:Message>Resting Mark, Mark Zetzer</cdf:Message>
<cdf:TimeStamp>2018-05-16T12:10:09</cdf:TimeStamp>
</cdf:Annotation>
<cdf:CVRContest>
<cdf:ContestId>_6RC</cdf:ContestId>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_1FMZ</cdf:ContestSelectionId>
<cdf:Position>1</cdf:Position>
<cdf:SelectionPosition>
<cdf:HasIndication>no</cdf:HasIndication>
<cdf:Mark>
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<cdf:MarkMetricValue>76</cdf:MarkMetricValue>
</cdf:Mark>
<cdf:NumberVotes>1</cdf:NumberVotes>
</cdf:SelectionPosition>
<cdf:TotalNumbervVotes>0</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
</cdf:CVRContest>
<cdf:Type>interpreted</cdf:Type>
</cdf:CVRSnapshot>

Information about the adjudication is conveyed via the Annotation element. We can see the
name of the adjudicator and the description of the changes to the CVR. There can be as many
Annotation elements as required to describe the changes made to the CVR.

Each cVRsnapshot should represent a set of changes to a CVR during a phase of processing. 1t

is not necessary to create a separate CVRSnapshot for every adjudication change, however, this
is left to the developer.

5.6.1 Current CVR

If a system is looking to tabulate a set of CVRs, it must know for each CVR, which
CVRSnapshot is the currently tabulatable record. This is achieved by using a CurrentSnapshot
reference from CVR to the relevant CVRSnapshot.

5.7 Ballot Images

If a scanner is capable of capturing raster ballot images, then that data can be stored alongside
the structured CVR. Ballot images can either be referenced from the CVR as a URI, or stored
within it, as base64 encoded binary.

5.7.1 Storing the Image as a Reference

<BallotImage>

<Location>http://192.168.1.1/imageserver/ballot1056.jpeg</Location>
</BallotImage>

5.7.2 Storing the Image Data

<BallotImage>
<Image FileName="CVR1l_Ballot.jpg"
MimeType="1image/jpeg">QLlZSIELtYWd1l</Image>
</BallotImage>

74

COMPLAINT_0143



66-CV-22-2022

SP 1500-103, Version 1.0
NIST Cast Vote Records CDF Specification

5.8 Voting Method Support

This specifications supports all major voting methods currently in use in the United States
(plurality, cumulative, N of M, range, RCV). The following two examples deal with RCV and
cumulative.

5.8.1 Rank Choice Voting
Consider the following RCV contest in which candidates are to be ranked from 1 to 3:

Member of County Council at Large

Contest Option 1st 2nd 3rd
lleen Shapiro [1] Ix] []
Debbie Walsh Ix] [] [1]
Sandra Kurt [1] [] Ix]

Figure 56 - RCV Example

This can be represented with the following XML fragment:

<cdf:CVRContest>
<cdf:ContestId>_9CC</cdf:ContestId>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_1HIS</cdf:ContestSelectionId>
<cdf:0ptionPosition>1</cdf:OptionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
<cdf:Rank>2</cdf:Rank>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>1</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_ 1HDW</cdf:ContestSelectionId>
<cdf:0ptionPosition>2</cdf:0ptionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
<cdf:Rank>1</cdf:Rank>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>1</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:CVRContestSelection>
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<cdf:ContestSelectionId>_1HSK</cdf:ContestSelectionId>
<cdf:0OptionPosition>3</cdf:0ptionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
<cdf:Rank>3</cdf:Rank>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>1</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:Undervotes>0</cdf:Undervotes>
</cdf:CVRContest>

Each candidate may be ranked using the Rank attribute. The rank may or may not be the same as
the Position.

5.8.2 Cumulative Voting

Consider the following cumulative contest in which up to 3 votes can be allocated among the
candidates:

Member of County Council at Large

Contest Option 1st 2nd 3rd
lleen Shapiro [1] Ix] []
Debbie Walsh ] [] ]
Sandra Kurt [] [] []

Figure 57 - Cumulative Voting Example

In this example, Ileen Shapiro has 1 vote and Debbie Walsh has 2. Assuming the ballot was
hand marked, the following CVR fragment could be constructed:

<cdf:CVRContest>
<cdf:ContestId>_9CC</cdf:ContestId>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_1HIS</cdf:ContestSelectionId>
<cdf:0ptionPosition>1</cdf:0ptionPosition>
<cdf:SelectionPosition>
<cdfiHasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
<cdf:Position>2</cdf:Position>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>1</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:CVRContestSelection>
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<cdf:ContestSelectionId>_1HDW</cdf:ContestSelectionId>
<cdf:OptionPosition>2</cdf:0OptionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
<cdf:Position>1</cdf:Position>
</cdf:SelectionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
<cdf:Position>3</cdf:Position>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>2</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:Undervotes>1</cdf:Undervotes>
</cdf:CVRContest>

Because the ballot was handmarked and Debbie Walsh received two votes, she has two
SelectionIndications. If the same vote was cast on a ballot marking device, the CVR could
be simplified somewhat:

<cdf:CVRContest>
<cdf:ContestId>_9CC</cdf:ContestId>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_1HIS</cdf:ContestSelectionId>
<edf:0ptionPosition>1</cdf:0ptionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>1</cdf:NumberVotes>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>1</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:CVRContestSelection>
<cdf:ContestSelectionId>_1HDW</cdf:ContestSelectionId>
<cdf:0OptionPosition>2</cdf:OptionPosition>
<cdf:SelectionPosition>
<cdf:HasIndication>yes</cdf:HasIndication>
<cdf:IsAllocable>yes</cdf:IsAllocable>
<cdf:NumberVotes>2</cdf:NumberVotes>
</cdf:SelectionPosition>
<cdf:TotalNumberVotes>2</cdf:TotalNumberVotes>
</cdf:CVRContestSelection>
<cdf:Undervotes>0</cdf:Undervotes>
</cdf:CVRContest>

The representation of the indication for Ilene Shapiro is unchanged, but Debbie Walsh's votes
have been consolidated into a single SelectionIndication, with a NumberVotes of 2.
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Appendix A—Acronyms

Selected acronyms and abbreviations used in this document are defined below.

BMD

CDF

CVR

DRE

EMS

1D

JSON

RCV

UML

URI

XML

Ballot Marking Device
Common Data Format

Cast Vote Record

Direct Record Electronic
Election Management System
Identifer

JavaScript Object Notation
Ranked Choice Voting
Unified Modeling Language
Uniform Resource Identifier

eXtensible Markup Language
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Appendix B—Glossary

Selected terms used throughout this document are defined below. In some of the definitions,
there is ancillary information that is not part of the definition but helpful in understanding the
definition; this ancillary information is preceded with “Note:”.

Adjudication: Process of resolving flagged cast ballots to reflect voter intent.
Common reasons for flagging include:
e write-ins,
e overvotes,
e marginal marks,
e having no contest selections marked on the entire ballot, or
¢ the ballot being unreadable by a scanner.

Batch: As used in auditing elections, a collection of paper ballots gathered
as a group for tabulation or for auditing.

Batch fed scanner: A ballot processing device that:

e accepts stacks of hand-marked or BMD-produced paper
ballots and automatically processes them until the stack is
empty,

e isusually used at an election jurisdiction’s central location,

e is mostly commonly used to process absentee or mail ballots,

e usually has input and output hoppers for ballots,

e scans a ballot and rejects it if either unreadable or un-
processable,

e detects, interprets, and validates contest selections,

e detects and sorts (either digitally or physically) ballots that
are unreadable or un-processable, or that contain
undeterminable selections, marking exceptions, or write-ins,
and

¢ tabulates and reports contest results as required.

This unit was previously referred to as central count optical scanner

or CCOS.
Ballot marking device A device that:
(BMD): e permits contest options to be reviewed on an electronic
interface,

« produces a human-readable paper ballot, and

« does not make any other lasting record of the voter’s

selections.
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Cumulative voting:

DRE:

Election management
system (EMS):

Hash function:

N-of-M voting:

Overvote:

Range voting:

Ranked Coice Voting
(RCV):

A voting method used in multi-seat contests where a voter is
permitted to distributed allowed selections to 1 or more candidates in
whole vote increments. See also proportional voting.

A vote-capture device that allows:
¢ electronic presentation of a ballot,
« electronic selection of valid contest options, and
« electronic storage of contest selections as individual records.
It also provides a summary of these contest selections.

Set of processing functions and databases within a voting system
typically used to:

e define, develop, and maintain election databases,

e perform election definition and ballot layout functions,

e create ballot presentation templates for ballot printers or

devices used by voters for ballot markup,
e count votes,
e consolidate and report results and maintain audit trails.

A data processing function, usually using a specified NIST approved
cryptographic rule, to produce a fixed-length bit string from a set of
data that is variable in both content and length and unique to that
specific data. The resultant “hash value” cannot be used to
reproduce the original data that it was derived from. It is used as a
digital signature to confirm that the data being evaluated is identical
to another set of data with the same hash value.

Voting variation in which the voter is entitled to allocate a fixed
number of votes (N) over a list of M contest options or write-in
options, with the constraint that at most 1 vote may be allocated to a
given contest option. This usually occurs when multiple seats are
concurrently being filled in a governing body such as a city council
or school board where candidates run at-large. The voter is not
obliged to allocate all N votes. 1-0f-M is N-of-M where N = 1.

Occurs when the number of selections made by the voter in a contest
is more than the maximum number allowed in a contest.

A voting method for single-seat elections, in which voters give each
candidate a score, the scores are added (or averaged), and the
candidate with the highest total is elected.

A set of election methods which allow each voter to rank contest
options in order of the voter's preference, in which votes are counted

in rounds using a series of runoff tabulations to defeat contest
options with the fewest votes, and which elects a winner with a

81

COMPLAINT_0150



SP 1500-103, Version 1.0

66-CV-22-2022 Filed in District Court

State of Minnesota
8/23/2022 1:16 PM

NIST Cast Vote Records CDF Specification

Schema:

Straight party override:

Tabulator:

Undervote:

Voter facing scanner:

Voting method:

Write-in option:

majority of final round votes in a single-winner contest and provides
proportional representation in multi-winner contests.

A file containing definitions of data elements and attributes with
rules for usage, e.g., for JSON or XML.

Explicit voter selection that overrides or supplements the vote
selections made by a straight party voting option. Straight party
overrides may be subject to state election rules for how they work or
whether they are allowed.

A device that counts votes.

Occurs when the number of voter selections in a contest is less than
the maximum number allowed for that contest or when no selection
is made. The number of undervotes is equal to the number of votes
lost, e.g., if no selection is made in a single option contest, the
number of votes lost is 1.

A ballot processing device that:

e accepts hand-marked or BMD-produced paper ballots one
sheet at a time;

e is usually used for in-person voting;

e permits election workers to open and close the polls; scans a
ballot and rejects it if either unreadable or un-processable;
detects, interprets and validates contest selections; notifies
the voter of voting exceptions (such as undervotes or
overvotes) or unreadable marks; stores accepted ballots in a
secure container; sorts or otherwise marks ballots or ballot
images that need subsequent human review; and tabulates
and reports contest results after polls are closed.

This unit was previously referred to as precinct count optical scanner
or PCOS.

Voting style such as in-person voting, absentee voting, straight party
voting, N-of-M voting, cumulative voting, or ranked choice voting.

A type of contest option that allows a voter to specify a candidate,
usually not already listed as a contest option. Depending on

jurisdiction rules, in some cases only previously approved names
will be considered as valid write-in contest selections.
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Appendix D—File Download Locations

The files associated with this specification are available for download from a NIST repository,
whose address is:

https://github.com/usnistgov/CastVoteRecords

These files are also available from:

http://vote.nist.gov

The files include:
¢ This specification,
¢ UML model,

o XML and JSON schemas, and
e Example files.
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Appendix E—Change Log

Version 1 Release 2 — March 31, 2020
e Inthe UML documentation, corrected the order of UML class attributes and enumeration
values in the tables so that they match the order in the UML model and in the JSON and
XML schemas.
e In the UML documentation, mentions of class and attribute names are properly linked to
each other. Also done for mentions of enumeration and value names.
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Catherine M. Miller 218 Third Street NW
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Jennifer J, Nelson T: 507.332.6103 » F: 507.332.6175

Jacqueline M. Primeau
Victoria K. Serreno

April 5, 2022

Kathleen Hagen

10120 Gonvick Avenue
Lonsdale, MN 55046

RE: Data Practices Request — Cast Vote Record

Dear Ms. Hagen:

Email: rcattorney@co.rice.mn.us

You recently contacted the Rice County Attorney’s Office via email dated 04/03/2022 and
requested a copy of the “Cast Vote Records” for all electronic equipment used in the 2020
general election. You attach to your email a copy of NIST Special Publication 1500-103,
describing minimum standard guidelines for cast vote record common data format specification.
You also attach a copy of your 01/11/2022 letter, in which you previously asked for:

...all public records including, but not limited to those pertaining to the Cast Vote
Record (CVR) from all electronic equipment used in the 2020 general election. 1
am requesting the full CVR report for the November 2020 election in Rice County.

As you have previously been informed, Minnesota Law does not define the term Cast Vote
Record. Nor does any of the voting equipment used by Rice County produce a report known as a
Cast Vote Record or a “full CVR report.”

In order to more comprehensively respond to your inquiry, Rice County contacted Election

— . Systems & Software (ES&S), the company which manufactures the election equipment used by

Rice County during the 2020 general election. ES&S indicated that the software that would be
able to produce a Cast Vote Record and a “full CVR report” is a version of Electionware
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Software that was not used by Rice County in the 2020 general election.

Accordingly, Rice County does not maintain, nor has it ever possessed, any data pertaining to a
Cast Vote Record or a full CVR report for the 2020 general election.
Wtk j
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|

You also asked for the appeal procedures available to you under the law. Please be advised that
Minnesota Statutes, Chapter 13 includes various provisions for additional review of data
practices questions.

Sincerely,

SJow £ Me

Sean R. McCarthy
Assistant Rice County Attorney

¢: Denise Anderson, Property Tax & Elections Department
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