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CyFIR Digital Evidence Handling Policy 

INTRODUCTION 

Purpose 

The purpose of this manual is to give CyFIR personnel a resource that will serve as a starting 
point for the policies and procedures for the collection, handling, and processing of digital 
evidence. 

Discussion 

As society embraces technology and the use of mobile devices increases, a growing number 
of technological devices are being used in crimes and then seized by law enforcement as 

evidence. These devices are used by criminals to communicate, store data, and facilitate 

crimes. Computers, cellphones, GPS devices, digital cameras, and other devices that contain 

digital evidence must be properly collected, handled, and processed. 

The volatile nature of the data on these devices requires proper seizure to preserve the 
integrity of the data and ensure their evidentiary value in legal proceedings. 

Devices must also be processed properly, whether the data they contain are incriminating 

or exculpatory. It is equally important that these devices are stored in a manner that 

will preserve the data in their original state for examination by the plaintiff or defense and 
for the introduction of the original item into court when necessary. 

Proper documentation for each device - tracking it from initial submission through 

storage, processing. the release of any information related to the data on the device, and the 
return of the device back to the originating individual or entity - will ensure the 

admissibility of the item and the resulting data in any judicial proceeding. 
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EVIDENCE AND PROPERTY 

HANDLING 

Purpose 

CyFIR Digital Evidence Handling Policy 

The digital forensic lab will receive digital evidence from investigations being conducted by 
CyFIR, LLC and may receive evidence from law enforcement agencies, legal firms or 
individuals. This policy will cover the proper handling of all digital evidence and property 
submitted to the digital forensic lab. 

Discussion 

In order for devices that contain digital evidence to be properly introduced in any judicial 
proceeding, the devices must be tracked from the time they enter the custody of the lab 
through their release to the submitting entity. There must be a complete, documented 
chain of custody from intake to release of each device. 

Policy 

FORENSIC PERSONNEL RESPONSIBILITIES 

The chief responsibilities of all forensic personnel when receiving digital evidence or 
property are maintaining the chain of custody for and ensuring the security of the evidence 
of property stored in the secure evidence/ property room of the digital forensic lab. 

RECEIVING DIGITAL EVIDENCE 

Only forensic personnel on duty at lhe time the evidence is brought to the digital forensic 
lab and authorized to receive evidence should accept and document the incoming evidence. 
When digital evidence is delivered to the digital forensic lab by an investigator or other law 
enforcement officer, the following steps will be taken: 

(11 Forensic personnel will ensure all needed documentation is signed and on  file. This 
documentation will include the signed engagement letter or contract and will detail 
the services requested as part of the statement of work. 

{2) A copy of the seizure authority, such as a subpoena, search warrant, consent, or other judicial or 
administrative order, will be included in the case file. In those matters involving probation or parole, the 
case file will include a copy of the agreement whereby the defendant waives the right to consent before a 
search or agrees as a condition of probation or parole to a warrantless search by the Department of 
Probation and Parole. In all matters, there will be no examination started without ensuring that there is 
authorization for CyFIR to examine the evidence. 

(3) Evidence intake personnel will list each item of evidence on an inventory document with a unique evidence 

Digital Evidence: Policies and Procedures Manual 9 





















CyFIR Digital Evidence Handling Policy 

MATERIALS AND SUPPLIES 

Purpose 

All materials and supplies used in the digital forensic lab, including consumables, will be 
approved by the forensic director. The content of this policy includes what supplies will be 

used, who will be responsible for purchasing and maintaining them, and how forensic 
personnel will report deficient or faulty supplies and request additional supplies. 

Discussion 

In the course of the day.to-day operations of the digital forensic lab, office supplies will be 
used and expended. These office supplies include, but are not limited to, paper and ink 

used for printed forms and reports; CDs, DVDs, and Blu-ray discs, if still in use; and file 
folders and labels. 

Policy 

a. SUPPLY SELECTION AND PURCHASING

(1) It is the responsibility of the forensic director to decide what supplies will be used

in the digital forensic lab.

(2) All forensic personnel are encouraged to give constructive suggestions as to new 
supplies,vendors, or changes to the existing supplies used within the digital forensic 
lab. 

(3) All supplies, forensic and non-forensic, will be purchased at the direction of the
forensic director or with the forensic director's approval.

(4) All supply purchasing will be made according to purchasing procedures currently in
place at CyFIR, LLC

b. REPORTING FAULTY SUPPLIES

Forensic personnel who find supplies or equipment that are deficient, faulty, do not perform as expected, or
do not meet their intended specifications will notify the forensic director by email or memo. Supplies of this
nature will be removed from use until the forensic director takes action.

c. SUPPLY STOCKING AND INVENTORY CONTROL

Requests for new supplies will be sent to the forensic director for approval.
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3. Ballot Cart opening process

4. Ballot Cart content inspection process

5. Move ballot batch to table

Ballot Scanning Process

117 West Gay Street, Suite 126 
West Chester, PA 19360 

Phone 877.WAKETSI 
877 .925.3874 

Fax 610.692.4355 

Ballots are scanned before being counted. We use an overhead scanner so as to ensure that we do

not damage any ballots. During the scanning process we project the image of the ballot onto a

monitor facing the people counting the ballots. This allows those personnel to mark their Tally Sheets

while the scanning and indexing processes are occurring.

1. Place Ballot in green screen tray

2. Scan Ballot

3. Project Ballot image on table monitor

4. Index Ballot

5. Move tray to next position

Ballot Counting Process

Ballots are counted while they are being scanned and after being counted the Counters verify that

what they were shown on the screen matches the actual paper ballot.

1. Review the ballot shown on the monitor

a. Ensure that the ballot is voted correctly

b. Check that ballot is not damaged

i. If any of these conditions exist follow Bad Ballot Process

2. Mark the ballot on the Tally Sheet

3. Once scan is complete Scanner moves ballot tray to Counter area

4. Counters verify that ballot on screen matches physical ballot

5. Process repeats (1 through 4) until one of the following three conditions exist

a. Tally sheet is full-Follow the Tally Sheet Handling Process

b. Ballot Batch is Complete-Follow Tally Sheet Handling Process

c. Ballot cart is completely counted -

6. If Tally Sheet is full follow Tally Sheet Handling Process

a. Table Manager Validates Tally Sheet counts

b. Transfer Tally Sheets to Aggregation Table

c. Count of next ballot begins (1 above)

7. If Ballot Batch is Complete begin counting process with next batch on next Tally Sheet

a. Follow Tally Sheet Process

8. If Ballot Cart is Complete all counted ballots are place back in ballot cart

9. Runner is called

10. Cart follows Cart Movement Process to Counted Corral

Tally Sheet Handling Process consists of:

1. Bad ballot handling process
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COUNTING FLOOR 
We must toke great core to protect the 
ballots and return them in the some condition 
we receive them. 

• No food or beverages will be permitted on the
counting floor

• No white paper
• No black pens or markers
• No blue pens or markers
• All personal items will be stored 1n lockers

provided
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Dominion Voling Systems 

Dominion Voting Systems 

s HIPRO 1 • Monitor Dominion Vollna Systems 20•Apr-21 Renee Suaava 

5 HIPRO 1 - Monitor Arm Dominion Voling Systems 20-Apr-21 Renee Su88Ya 

5 HIPRO 1 -Acceasories Dominion Voting Systems 20-Apr-21 Renee Suaava 

5 Hf PRO 1 - Acc8ssorfea Dominion Voling Systems 20-Apr-21 Renee Suaava 

5 HIPRO 1 -Accessories Dominion Voling Systems 20-Apr-21 Renee Suaava 

5 HIPRO 1 • Accessories Dominion Voting Syatams 20-Apr-21 Renee Suaava 
5 HIPRO 1 -Accessories Oomnton Voting Systems 20-Apr•21 Renee Suaava 

5 HIPRO 1 -Accaasorfes Dominion Votina Systems 20.Apr-21 Renee Suaava 

5 HIPRO 1 - Accessories Dominion Voling Systems 20.Apr•21 Renee Suaava 

5 HIPRO 1 - Accessorfea Dominion Voling Svatema 20-Apr-21 Renee Suaava 
OVS1 -1.l. I 5 HIPRO 1 -Accessories Oominloo Voling Systems 20-Apr-21 Renee Suaava 
DVS1 J- I 5 HIPRO 1 -Accessories Dominion Volillg Systems 20-Apr-21 Renee Suaava 

Elections official: Kristi PassarelH Signature: Cf 1-itl' 0 �� Date: 
Loaded on Truck: 1- 1) \ � 

ii 20/ 202.J 

Elections official: Ctlrr. No.bl,( 
Elections official at sije: S c�;;';f[«-lf: 
Senate Rep: f: .e.,._,

>r s u !,j � t'" {;., Ofb\')

. •  I • 1i( 

Slgnahlre: a.-..-::;;... I Dale:]JE;J 2.J-z.{
Signatu,e: 

� 
Date: • 

Signature: · Oate-:iJ.iiJ. 2" '2/

O!"'- 1t/ujuz1 -113 /rd) 

•each Adjudication Station/EMS Work Station Is a two piece set consisting of one PC tower and one monitor.





































Elections official: Kristi Passarelli Signature� (/JK(/:W:� Date: '/-/20 [2o 2..J
Loaded on Truck: \ I:)'5 � 

m � 
Eleclioos official: Ce Jc().., 'Yi;!!!{ Slgnatu,e: / 

� 

Date: ..::i..ld:J.1,�o;,. I
Elections official at site: �ff: Signature: � Date:�/, uzt . 

t.f-/2.1/2.o 

•Each Adjudication Station/EMS Work Station is a two piece set consisting of one PC tower and one monitor.
-;-: J_ ('--
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1 
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FAL19450131 
FAL 19283130 
FAL 19320020 
FAL 19450281 1� 

FAL19450275 1 

FAL19380051 1 

FAL19450055 1 

FAL19450037 1 

FAL 19283200 1 
FAL19290328 1 
FAL 19290347 1 

Elections official: Gary Bonkowski 

Loaded on Truck: Q 'I: 

Dominion Elecli�n S1_st11ms 
Dominion Election Systems 

ICP2 Precinct Tabtllators Dominion Eledlon Systems 9-Apr-21 
ICP2 Precinct Tabulators Dominion E� Systems 9-Apr-21 
ICP2 Precinct Tabulators Dominion Election System& 9-Apr-21 
ICP2 Precinct TabulatoB Dominion Election Systems 9-Apr-21 
ICP2 Precinct Tabulat<n Dominion Election Systems 9-Apr-21 
ICP2 Precinct Tabulators Dominion Etectlon S1!_tems 9-Apr-21
ICP2 Precinct Tabulators Dominion Election Systems 9-Apr-21
lCP2 Precinct Tabulalonl Dominion Election Systems 9-Apr-21
ICP2 Precinct Tabulators Dominion Ele_ctlon Systems 9-Apr-21
ICP2 Prednct Tabulalols Dominion Election Systems 9-Apr-21 
ICP2 Precinct Tabulato,s Dominion Election Systems 9-Apr-21
ICP2 Precinct Tabulators Dominion Election S1,stems 9-Apr-21

Dominion Election Systems 9-Apr-21
Domlnlon Election Systems 9-Apr-21
Dominion Election Systems 9-Apr-21
Dominion Elecllon Systems 9-Apr-21
Dominion Elactlon Systems 9-Apf-21

Slgnaturei,.. 1'?._,67'¥-.1/ ·

Edgardo Haro 
Ed_.2.ardo Haro 
Edgardo Haro 
Edgaroo Haro 
Edgardo Haro 
Edgardo Haro 
Edgardo Haro 
�ardoHaro 
Edgardo Haro 
Edgardo Haro 
Edgardo Haro 
Ed�ardo Haro 
Edj&rdo Haro 
Edgardo Haro 
Edgardo Haro 
Edgardo Hero 
Edgardo Haro 
Edj!ardo Haro 

Date: 1//,.,/z:-, 
I 

Elections officiat: _..._.......,.� _ _,,__,u,.u�....,_,-_ Signature: 

�/ 

Dale:

fit. 

.. 
Elections official a -�::..:-..-:.&..___,;;_ _ __:. __ Signature: 

___ 
Date: tf J Z) 

Senate Rep: ---'���;.i.c.!:.L:&,lli&:Ll:...------Signature: Date: 'Zl WZ-f 

..,--_ I. �
















